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ACORDO ENTRE O GOVERNO DA’REPI’JBLICA FEDERATIVA DO BRASILE O
GOVERNO DA FEDERACAO DA RUSSIA PARA COOPERACAO NO CAMPO DA
SEGURANCA INTERNACIONAL DA INFORMACAO E DA COMUNICACAO

O Governo da Republica Federativa do Brasil
€

O Governo da Federagdo da Russia,
doravante denominados Partes,

Considerando o desenvolvimento das relagdes entre a Reptiblica Federativa do Brasil e
a Federagdo da Russia com base na confianga miitua e na cooperagéo;

Notando que progresso consideravel tem sido alcangado no desenvolvimento e na
aplicagfo das mais recentes tecnologias da informag&o e meios de comunicago;

‘Expressando preocupagdo com as ameagas advindas do possivel uso de tais
tecnologias € meios para propdsitos inconsistentes com os objetivos de manutengdo da paz, da
seguranca e da estabilidade internacionais nas esferas civil e militar;

Atribuindo grande importincia A seguranga internacional da informagio e da
comunicagdo como um dos elementos-chave do sistema de seguranca internacional;

Considerando o importante papel da seguranga da informagio e da comunicagéo para
assegurar os direitos humanos e as liberdades fundamentais;

Considerando as resolugdes da Assembleia Geral das Nag¢des Unidas intituladas
“Desenvolvimentos no campo da informagdo e das telecomunicages no contexto da seguranga
internacional”;

Esforgando-se para enfrentar as ameagas a seguranga internacional da informagéo € da
comunicac¢do, para assegurar os interesses das Partes relativos a seguranga da informagdo e da
comunicag#o e para criar um ambiente internacional de informagédo de paz, cooperagdo ¢ harmonia;

Desejando estabelecer um arcabougo legal e institucional para cooperagdo entre as
Partes no campo da seguranga internacional da informagdio e da comunicagfo, e enfatizando a
importincia de tal cooperagdo para a continuidade do desenvolvimento de parceria bilateral

estratégica,

Acordam o que se segue: )




Artigo 1
Terminologia

1. Para o propésito da interagdo entre as Partes na implementagio deste Acordo, os
termos basicos a serem utilizados estfio listados no Anexo, que constitui parte integral do presente
Acordo.

2. O Anexo pode, se necessario, ser ampliado, emendado e atualizado conforme
entendimento entre as Partes, por via diplomatica.

Artigo 2
Ameacas Principais no Campo da Seguranca Internacional da Informacio e da Comunicagio

As Partes cooperardo no dmbito deste Acordo, levando em consideragdo as seguintes
ameagas principais 4 seguranca internacional da informag&o e da comunicago:

1) uso dos meios e tecnologias da informagiio e da comunicagdo em conflitos
internacionais com propésitos hostis nos campos militar e civil, incluindo danos a
infraestruturas criticas;

2) uso dos meios e tecnologias da informac&o e da comunicagio com propdsitos e em
atividades terroristas;

3) uso dos meio e tecnologias da informac&o e da comunicagio com propositos e em
atividades criminosas;

4) uso de posi¢do dominante no campo dos meios e tecnologias da informagéo e das
comunicagdes em detrimento dos interesses e da seguranga de outros Estados;

5) desastres naturais ou falhas tecnolégicas que afetem a operacdo segura e estavel
das infraestruturas globais e nacionais de informagéo e de comunicago.

. Artigo 3
Areas Principais de Cooperacio

As Partes cooperardo com base no presente Acordo nas seguintes areas principais:

1) identificar, coordenar e implementar medidas conjuntas necessérias para assegurar
a seguranga internacional da informagcgo e da comunicagdo;

2) estabelecer um arcabougo de cooperagio para evitar, detectar, tratar e responder as
ameagas mencionadas no Artigo 2 do presente Acordo;

3) realizar estudo, pesquisa e avaliagio no campo da seguran¢a da informagdo e da
comunicagdo, incluindo a cooperagdo técnica e cientifica entre as Partes;

4) promover coordenagdo em diferentes foros de governanga da Internet, em temas
relacionados & seguranga da informagio e da comunicagio;

5) assegurar a seguranga da informagdo e da comunicacio de infraestruturas criticas
nacionais;

6) elaborar e implementar politicas coordenadas para o uso de assinatura digital e
protecdo da informagfo nas trocas internacionais de informag&o;

7) compartilhar informag#o a respeito da legislagdo da Repiublica Federativa do Brasil
¢ da legislagdo da Federagdo da Russia relativa a seguran¢a da informagfo e da

comunicagio;




8) desenvolver e aperfeigoar a base legal internacional e mecanismos praticos para
f:ooperagéo entre as Partes no fortalecimento da seguranga internacional da
informag#o e da comunicaggo;

9) i‘nteragir no fimbito das organizagdes ¢ dos foros internacionais em temas relativos
a seguranga internacional da informag&o e da comunicaggo;

10) compartilhar experiéncia, treinar especialistas, realizar reunides de trabalho,
conferéncias, semindrios e outros foros de representantes autorizados e
especialistas das Partes no campo da seguranca da informag8o e da comunicagso.

As Partes podem determinar outras areas de cooperagsio por consentimento mutuo.

Artigo 4
Principios Gerais de Cooperacio

1. As Partes cooperardo no ambito do presente Acordo para contribuir para o
desenvolvimento econdmico e social ¢ para manter a paz e a seguranca internacionais, de acordo
‘com principios geralmente reconhecidos e normas do direito internacional, incluindo os principios da
solugdo pacifica de controvérsias, do ndo-uso da forga, da nfio-interferéncia em assuntos internos, do
respeito aos direitos humanos e as liberdades fundamentais.

2. Cada Parte terd direitos iguais de proteger os recursos de informagdo t;, as
infraestruturas criticas de seus Estados das ameagas mencionadas no Artigo 2 do presente Acordo.

Artigo 5
Implementaggio

1. Apés sessenta dias da entrada em vigor do presente Acordo, as Partes trocario
informacdes relativas as autoridades competentes da Reptiblica Federativa do Brasil e da Federagio
da Russia responsdveis pela implementagéio do presente Acordo e aos canais de intercimbio direto de
informag#io sobre 4reas especificas de cooperagdo.

2. Com vistas a examinar a implementagio do presente Acordo, a possibilitar o
intercimbio de informagfo, a andlise € a avaliagfio conjunta das novas ameagas a seguranca da
informac@io e da comunicagfo, bem como a determinar, acordar e coordenar medidas de resposta
conjuntas, as Partes deverdo manter consultas regulares entre os representantes autorizados e as
autoridades competentes da Republica Federativa do Brasil e da Federagdo da Rissia (doravante -

consultas).

3. Consultas regulares serdio realizadas duas vezes ao ano na Republica Federativa do
Brasil e na Federag@o da Rissia em caréter rotativo.

4. Qualquer Parte podera propor consultas adicionais e sugerir data, lugar e agenda.

5. As Partes poderdo estabelecer interagéio pratica em éareas especificas de cooperagdo
possibilitada pelo presente Acordo, por meio das autoridades competentes da Republica Federativa

do Brasil e da Federagdo da Rissia, responsaveis por implementar este Acordo.

6. Com vistas a regulamentar a cooperagéo em modalidades especificas, as autoridades
competentes da Republica Federativa do Brasil ¢ da Federag@o da Russia poderdio concluir os ajustes

complementares apropriados.




Artigo 6
Protegiio da Informagio

1. O presente Acordo nfio obriga as Partes a fornecer informagdes no contexto da
cooperagdo nos termos do presente Acordo e nio respalda a transferéncia de tais informagdes caso
sua divulgagdo possa ser nociva aos interesses nacionais. .

2. Os procedimentos para prote¢io das informagdes classificadas que possam ser
consideradas necessarias em certos casos para a implementagdio do presente Acordo deverio ser
reguladas em conformidade com os acordos relevantes firmados entre as Partes.

3. As informagdes transferidas ou geradas no curso da cooperagdo no dmbito do presente
Acordo ndo serdo divulgadas ou transferidas sem o consentimento por escrito da Parte que originou
as informacgdes.

Artigo 7
Recurso Financeiros e Qutros Recursos

1. As Partes assumirdo, independentemente, os custos da participaggo de seus respectivos
representantes e especialistas nas atividades relativas & implementagfo do presente Acordo.

2. As Partes poderdo acordar outros procedimentos de custeio, em cada caso particular,
conforme a legislagdo da Republica Federativa do Brasil e a legislagio da F ederagdio da Russia.

3. Todas as atividades realizadas no contexto do presente Acordo estardo sujeitas a
disponibilidade de recursos financeiros, humanos e outros recursos apropriados de cada Parte.

Artigo 8
Relagiio com Outros Tratados Internacionais e com a Legislacio Nacional

1. O presente Acordo nfo afetard direitos e obrigagdes das Partes advindos de outros
tratados internacionais dos quais seus respectivos Estados sejam parte.

2. Todas as atividades realizadas no dmbito do presente Acordo estarfio sujeitas as leis e
regulamentos nacionais em vigor para cada Parte.

Artigo 9
Solucio de Controvérsias

Controvérsias que possam surgir entre as Partes sobre a interpretaco ou a aplicagdo
do presente Acordo serdio solucionadas por meio de negociagdes e consultas entre as autoridades

competentes e, se necessario, por via diplomética.

Artigo 10
Idiomas de Trabalho

Os idiomas de trabalho para cooperagfo no 4mbito do presente Acordo seréo o
portugués, o russo e o inglés.

Artigo 11
Entrada em Vigor, Duragfo, Término ¢ Emendas

1. O presente Acordo entrara em vigor no trigésimo dia apds a data de recebimento, por
via diplomatica, da Gltima notificagdo por escrito de que foram cumpridos pelas Partes os respectivos
procedimentos internos necessarios para sua entrada em vigor.
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2. O presente Acordo permanecera em vigor por periodo indeterminado.

3. - O presente Acordo podera ser emendado, a qualquer tempo, por consentimento escrito
de ambas as Partes, que serd formalizado por via diplomética. A entrada em vigor das emendas ao
presente Acordo estara sujeita a0 mesmo procedimento para a entrada em vigor deste Acordo.

4. O presente Acordo podera ser denunciado noventa dias apds o recebimento, a qualquer
tempo, por uma Parte, por via diplomatica, de notificagio por escrito da outra Parte de sua intengéo
de denunciar o Acordo.

5. Em caso de denlincia do presente Acordo, as Partes continuardo vinculadas as
disposi¢des do Artigo 6, com respeito a quaisquer informagdes obtidas no ambito do presente
Acordo. A dentincia ndo afetard a implementagfo das atividades de cooperagdo realizadas no dmbito
do presente Acordo e nfio completadas no momento de sua dentincia, a ndo ser que as Partes acordem
de outra forma.

‘Feito em Moscou, em 14 de maio de 2010, em duplicata, nos idiomas portugués, russo
e inglés, sendo todos os textos igualmente auténticos. Em caso de divergéncia na interpretagdo das
disposi¢Ses do presente Acordo, o texto em inglés prevalecera. '

PELO GOVERNO DA REPUBLICA PELO GOVERNO DA FEDERACAO DA
FEDERATIVANDO BRASIL RUSSIA
~~ Celso Amorim Nikolai Patrf{schev
Ministro das Relag¢Ges Exteriores Secretéario do Conselho de
Seguranca
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ANEXO ao Acordo entre 0 Governo da Reptblica Federativa do Brasil e o Governo da Federagdo da
Riissia para Cooperagéio no Campo da Seguranga Internacional da Informag&o e da Comunicagéo

LISTA DE TERMOS BASICOS NO CAMPO DA SEGURANCA DA INFORMACAO E DA
COMUNICACAO "SEGURANCA DA INFORMACAO E DA COMUNICACAO" —- PROTECAO
DO INDIVIDUO, DA SOCIEDADE, DO ESTADO E DE SEUS INTERESSES CONTRZA
AMEACAS POTENCIAIS E EXISTENTES NO CAMPO DOS MEIOS E TECNOLOGIAS DA
INFORMACAO E DA COMUNICACAO, INCLUINDO MEDIDAS PARA ASSEGURAR
DISPONIBILIDADE, INTEGRIDADE, CONFIDENCIALIDADE E AUTENTICIDADE DA
INFORMACAO

1. Seguranca da informago e da comunicagio — prote¢do do individuo, da sociedade, do
Estado e de seus interesses contra ameagas potenciais e existentes no campo dos meios € tecnologias
da informagio e da comunicagdo, incluindo medidas para assegurar disponibilidade, integridade,
confidencialidade e autenticidade da informag&o.

2. Ameaca & seguranga da informagfo e da comunicagdo — fatores que representam
ameaga ao individuo, 4 sociedade, ao Estado e aos seus interesses relativa aos meios e tecnologias da
informagdo e da comunicag&o.

3. Infraestrutura da informagfio e da comunicagdio — conjunto de meios técnicos,
sistemas, instala¢des e pessoal envolvidos na geragéo, desenvolvimento, transformagao, transmisséo,
uso e armazenamento de informago. '

4, Recursos de informag3o — infraestrutura da informag&o, bem como a informagéo em si
e seus fluxos.

5. Infraestruturas criticas — instalaces fisicas, sistemas, servigos ¢ instituigdes cujo dano
ou destrui¢o causara sério impacto a ordem social, econdmica e politica ou & seguranga nacional.

6. Seguranga internacional da informacdo e da comunica¢do — ambiente de rela¢Ses
internacionais que rechaga a violagdo da estabilidade mundial e as ameagas a seguranga dos Estados

e da comunidade mundial no campo dos meios e tecnologias da informagéo e da comunicaggo.




COI'JIAHIEHUE
mexay IlpasurenscrBom @enepaTusnoil Pecny6nnkn bpasuaun u IlpaButenscreom
Poccniickoii Peaepanun 0 cOTpyAHH4YecTBe B 00/1aCTH o0ecneyeHUsI Me:KIyHAaPOIHOIH
uHpOpMaINOHHOH H KOMMYHHKAIHOHHOH (e30macHOCTH

ITpasurensctBo @eneparusHoii Pecry6imku bpazuniu
u

IIpasurensctBo Poccuiickoii ®eneparym,
Jnanee uMeHyemsle CTOpoHaMH,

YUMTHIBAs pa3sBUTUE OTHOWICHUI Mexay PenepatuBHoi PeciyOmuxoi
Bpaswmueii u Poccuiickoit @enepanueit Ha 0CHOBE B3aMMHOTO JOBEPUS M COTPY THUYECTBA,

OTMedYasd, 4YTO B pa3BUTHMM U BHEAPEHMM HOBEHMIMX HHGOPMALMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJNIOTHMH M CPEACTB KOMMYHMKAlMH JOCTUTHYT 3HAYUTEIBHBIH
mporpecc,

BhIpakasgs 03a00YEeHHOCTh YIpO3aMH, CBA3aHHBIMH C  BO3MOXXHOCTAMH
HCIIONBL30BaHMs TAKUX TEXHOJIOTHMIA M CPECTB KaK B IPaXIaHCKOM, Tak ¥ B BOCHHOH chepax B
1Ie1X, HE COBMECTUMBIX C 3afjadaMM MOANEPKaHUI MEXTYHApOJHOI0 MHpa, 6E€30MaCHOCTH U
cTabMIbHOCTH,

npujaBas BaXHOE 3HAYEHHE MEXIYHapoqHOH HHGOpMAlMOHHOW U
KOMMYHHKALMOHHOH Ge30MacHOCTH KaK OJHOMY H3 KIIOYEBBIX OJIEMEHTOB CHCTEMEL
MEXTyHApOAHOM 6e30MacHOCTH,

NpuHMMas BO  BHHMAaHHE BaXHYK  pOlb  HHQOPMAUMOHHOM M
KOMMYHHKAIIOHHOH 6€301acHOCTH B 00€CIIEYEHUH TIpaB ¥ OCHOBHBIX CBOOOJ 4eENOBEKa H

rpaxngaHuHa,

yunThiBas pesomounn 'enepansHoii Accam6ren OOH «JlocTikenus B cdepe
MHGbOPMATH3AIMH U TEICKOMMYHHKAIHH B KOHTEKCTE MEXKAYHapOIHO#H Ge301macHoCTH,

CTpeMSCh TpPOTUBOCTOSTH Yrpo3aM MEXTYHapoAHOH HH(POPMAIMOHHOH H
KOMMYHMKALIMOHHOK  G€30I1aCHOCTH, ~ OOECHEYMTh MHTEpPeCH  HH(OPMAIMOHHOA U
KOMMYHHKAIHOHHOM Ge3sonacHocTH CTOPOH H CIIOCOGCTBOBATE CO3NAHMIO MEXKIyHAPOXHOH
HHPOPMAIIOHHOM CpeJIbl, A1 KOTOPOH XapaKTepHB! MUP, COTPYAHUYECTBO M FapMOHHA,

JxKedas CO3[aTh [IPABOBEIE M OPraHM3allMOHHBEIE OCHOBBI COTPYAHHYECTBA
CropoH B 0612cTH 06€CTIeYeHAs MEXAyHAPOIHOH HHYOPMALMOHHOM 1 KOMMYHHKAMOHHOK
6€30MacHOCTH M TOJYEPKMBasd BaXHOCTH TAKOTO COTPYAHMYECTBA NIl NajbHEHIIEro
pa3sBUTHSA IBYCTOPOHHETO CTPATErNYECKOro MapTHEPCTBA,

COIVIACHIIACH O HIKECIEAYIOWEM:

/




Crarbs 1
Tepmanonorus

1. Hna nenedt B3amMoneiictBus CTOPOH B XOJ€ BHINONHEHHS HACTOSINErO
CoramieHus. HCHOMB3YIOTCS OCHOBHEIE IIOHATHSA, IEPEdCHb KOTOPBIX IpUBEIEH B
IIpunoxenun, SBJIAOMEMCS HEOTHEMIEMOM YacThIO HACTOSIIEro CorialeHus.

2. HpI/IJ'IO)KCHI/Ie MOXET II0 Mepe HCO6XOJ.II/IMOCTPI JONOJIHATHECA, YTOUHATHECA U
OOHOBNATHCA 11O COTIACOBAHMUIO CTOpOH 10 JUILNIOMaTUYCCKHM KaHajiaM.

Crartpa 2
OcHoBHble yrpo3sl B 00/1acTH 00ecnedeHust
MexayHapoaHod HHGOpManHOHHON U KOMMYHHKAIHOHHOI Ge30macHoCTH

Peanusys COTpyZHMYECTBO B COOTBETCTBMM C HacTOAmEM CornamieHueM,
CTOpPOHEI MCXOJAT M3 HAIMYUA CIEAYIOIIMX OCHOBHBIX Yrpo3 B 00J1acTH 0O6ecreucHWs
MEXIYHapoAHOH NH)OPMAaIMOHHON U KOMMYHHUKAIIMOHHOM 6€30aCHOCTH:

1) ucnons3oBaHue HMHOOPMAIMOHHBIX M KOMMYHMKAIIMOHHEIX CPEACTB U
TEXHOJIOTMH B MEXIYHAPOIHBIX KOHQUIMKTaX BO BPaXKAEOHBIX LIEJIX KaK B
TpaXKJaHCKOM, Tak M B BOCHHOM cdepax, BKIIOYas BHIBEAECHHE U3 CTPOA
KPUTHYECKY BaXKHEIX HHPPACTPYKTYD;

2) MCHONB30BaHUE HMHQPOPMALMOHHEIX M KOMMYHHKALMOHHBIX CPEIACTB H
TEXHOJOTMH IUI OCYINECTBJICHHS TEPPOPHUCTHYECKOH MNEATENLHOCTH H B
TEPPOPUCTHYECCKUX LEIIAX; :

3) ucnons3oBaHNEe HHGOOPMALMOHHBIX H KOMMYHUKAIIMOHHBIX CPEICTB U
TEXHONOTHH 11 OCYIIECTBACHHS IPECTYITHOM JEeATENbHOCTH H B
HPECTYMHBIX HENIX;

4) ¥cnonb30BaHHE AOMUHUPYIOMIETO ION0XKEHUA B chepe MHPOPMAIMOHHBIX U
KOMMYHMKAIlUOHHEIX CpPEICTB M TEXHONOTrWil B ymepb uHTEpecaM u
6€30MacHOCTH APYTUX rOCyNapCTB;

5) cruxuiinele OGEICTBUS W TEXHOJOTMUYECKHE aBapuM, BIUIOMME Ha
OesomacHoe ¥ crabunpHOe  (QYHKIMOHHUPOBaHHE  IVIOOAIBHEIX M
HAIMOHAIBHEIX HH)OPMAIIMOHHBIX U KOMMYHHKALMOHHBIX HHPPACTPYKTYp.

Cratba 3
OcHoBHBIe HANIPABJICHHS COTPYAHHYECTBA

B coorBerctBuH ¢ HactosmuM CorjameHueMm, CTOpOHBI OCYIICCTBIIOT
COTPYAHUYECTBO 10 CIECAYIOIINM OCHOBHBIM HarpapJICHUAM:

1) ompezeneHue, COrNacOBaHUE U OCYIIECTBICHUE HEOOXOMUMBIX COBMECTHBIX
Mep B obnactd obecmedeHHsS MEXIyHapoJHOH HHGOPMAalMOHHOH |
KOMMYHUKAI[HOHHOM 6€3011acHOCTH;

2) co3maHHe COBMECTHOH CIPYKTYpBl IPEAyNpeKACHHA, OOHapyKCHWUs,
yCTpaHEHHUs U pearupoBaHusA Ha YIPo3bl, YKa3aHHBIE B CTaThe 2 HACTOSILIETO

Cornamenus,




3) npoBeneHue 3KCIEPTU3, UCCICNOBAHUA M OLIEHOK B 0671aCTH 06ecHedeHuUs
MHQOPMAIIMOHHOM ¥  KOMMYHHKALMOHHOM  G€30macHOCTH, BKIIOYAs
TEXHUYECKOE ¥ HAyYHOE COTpYIHUYECTBO Mexxy CTopoHamu;

4) pasBuTHE B3aUMOICHCTBHMA B -paMKax (OPYMOB [0 YIpaBIECHMIO
HatepreroMm mo BompocaM, CBA3aHHBIM C  HHQOpPMAalMOHHON H
KOMMYHHUKAIIHOHHOU 6€30IacHOCTHIO;

5) obecreyeHne HHOOPMALMOHHON M KOMMYHHMKALIMOHHON G6e30macHOCTH
HaIMOHATBHBIX KPUTHUECKH BaXKHBIX HHPPACTPYKTYD;

6) paspaboTKa W OCYLIECTBICHHE COIVIACOBAaHHOM IOJUTHKU IO BOIPOCY
UCIIOJIB30BAHMs IEKTPOHHOM (POBO# MOAIICH 1 3aIUTH HHGOPMAIMH B
X0JIe MEXIYHApOIHOTO HHGOPMALIMOHHOTO 0OMEHa;

7) obmen wunbpopMaumeil o 3akoHomarenscTBe DeneparuBHOl PecmyOnuku
Bpaswiun u 3akoHojmarenscTBe Poccuiickoit denepauuy IO BOHpOCaM,
CBA3aHHEIM C obecreueHWeM HWH(GOPMAIMOHHOH M KOMMYHHMKAaLlMOHHOHN
6€30IacHOCTH;

8) pasBuTME ¥ COBEPIICHCTBOBAaHHE MEXIYHApPOJHO-NIPaBOBOM 0asel U
[PaKTUYECKUX MEXaHHU3MOB COTpyAHMYecTBa CTOPOH B YKpeILICHUH
MEXIYHapOoJHON HHGOPMALOHHON X KOMMYHHKAIIMOHHOM G€30MacHOCTH;

9) B3aMMOJEICTBHUE B paMKax MeXIyHapONHBIX OpraHusaumii ¥ (GOpyMOB IO
npobnemamM  oOecmedeHHMs  MEXKIYHApoINHOW  MHQOPMAIMOHHOM |
KOMMYHHKAI[MOHHOH 6€3011acHOCTH;

10)o6MeH ONBITOM, NMOATOTOBKA CIEIUANKCTOB, NPOBeeHHe pabounx BCTpEY,
KOH(QEpeHuui, CEeMHHapOB M OpYIMX (OpPYMOB  YNOJHOMOYEHHBIX
npencrasureneii ¥ dkcreproB CTopoH B o6nacti HUHGOPMALUOHHOH M
KOMMYHUKAIMOHHOM 6€30M1aCHOCTH.

CTOopoHEI MOTYT 1O B3aUMHOH JOTOBOPEHHOCTH ONpPEACHATH IpYTHe
HAIIPaBJICHUA COTPYIHNYECTBA.

Crarbs 4
OO6mue NPUHOANDI COTPYAHAYECTBA

1. CTOPOHH OCYIIECTBILIOT COTPY/HUYECTBO B PaMKax HacToAmero CorameHus
TaKuM 00pa3oM, YTOOHL 3Ta JeATeIBHOCTh CIOCOGCTBOBANA CONMATBHOMY ¥ SKOHOMUIECKOMY
PasBUTHIO ¥ IOUICPXKAHMIO MEXIYHApOAHOro Mypa H 6€30I1aCHOCTH, COOTBETCTBOBAJIA
OBIIeNpU3HAHHEIM TPUHUMIAM M HOPMaM MEXKIyHAapOIHOTO Mpasa, BKIOUAd NPUHIIAIIEL
MHpHOTO YPETYTHPOBaHHs CIIOPOB, HENPUMEHCHMSA CHJIEL, HEBMEIIATENRCTBA BO BHYTPCHHNC
JieNa, yBaXKEHHUA [IPaB ¥ OCHOBHBIX CBOOO 4e/I0BeKa.

2. Kaxpas CropoHa HMMeEET paBHbIE IIpaBa Ha 3aUIUTy “H(OPMaIMOHHBIX
PECYPCOB ¥ KPUTHYECKH BAXHEIX HHPPACIPYKTYp CBOEIO roCy[apCIBa OT yIpos, yKasaHHBIX
B cTaThe 2 HacTosmero CornameHus.




Cratba 5
Peanmszanus

L. B Tedyenne mecTunecaTH QHEH ¢ JaTH BCTYIUICHHS HacTosmiero Coramenus B
cuty CTOpOHBI OOMEHSIOTCS JAaHHBIMH O KOMIIETEHTHBIX opranax ®denepaTUBHOM
PecriyGmmku Bpaswimun u  Poccumiickoit ®elepanuy, OTBETCTBEHHBIX 3a pean3auuo
HacTosmero CornaureHus, ¥ KaHalax npsMoro obMena mEdOpMamuel Mo KOHKPETHEIM
HaPaBJICHUAM COTPYIHUYIECTBA.

2. B meniax paccMOTpeHUs Xola BEIIOIHEHHS HACTOSIIEro Cornamenus, obmMena
uHbopManuell, aHATH3a U COBMECTHOM OINEHKY BO3HMKAKOIIMX yrpo3 uHQOPMAaIMOHHON U
KOMMYHHKalMOHHOHM $€30IaCHOCTH, a TaKkKe OIPENCNCHHUs, COrIacOBaHMA U KOOpAMHALINH
COBMECTHBIX ME€p pearupoBaHisi, CTOPOHBI IPOBOAT Ha PETYISPHON OCHOBE KOHCYJIBTAIUM
CBOMX YIOJHOMOYEHHEIX INpPEICTaBUTENCH M KOMIETEHTHHIX OpraHoB ®enepaTHBHOIN
Pecniy6nuku bpasunum u Poccuiickoit ®enepanu (nanee - KOHCY/IBTALIHH).

3. OuepenHble KOHCYNBTAMM INPOBOIATCA, KaK MNpPaBHIO, ABA pasa B rod, B
DepeparusHoi Peciy6inke Bpasuwmam u B Poccniickoit denepaiuu Ha OCHOBE POTALMM.

4, Jrobas u3 CTOPOH MOXET NpeNIOKUTh NPOBENCHHE AOIOIHHTENBHEIX
KOHCYJIbTaLii C yKa3aHUEM CPOKOB, MECTa [IPOBEJEHMS, 4 TAKXKE TOBECTKH JHA.

5. Ilpaxtuieckoe  B3aMMONEHCTBME 1O  KOHKPETHBIM  HAIPaBICHUAM
COTPYAHUYECTBA, NPEIAYCMOTPCHHBIM HacToAmuM CorlalicHHEM, MOXET OCYIIECTBIATHCS
KOMIIETCHTHEIMH ~ opraHamu  PenepatuBHoit Pecnybmuxu bBpaswiuun u  Poccuiickoit
®enepauyy, OTBETCTBEHHBIMH 3a €I0 PEaIU3alHIO.

6. B nenax peryaupoBaHus COTPYAHMYECTBA IO KOHKPETHBIM HAIPaBICHUAM
KOMIIETEHTHEIE opraHel OeneparupHoil Pecy6muku Bpasunum u Poccuiickoit ®@enepanuu
MOTYT 3aKII0YaTh COOTBETCTBYIOIIUE AOIOIHUTEIBHBIEC COTTIAIICHH.

Cratbs 6
3amuTa HHPOpMaANHHA

1. Hacrosmuee Cornamenue He HamaraeT Ha CTOpOHBI 0043aTENBCTB IO
[IPeOCTaBICHUI0O MHQOpMAalMX B paMKaX COTPYAHHYECTBA B COOTBETCTBUH C HACTOSIIUM
CornameHueM M He SABIACTCS OCHOBAaHHEM U mepefadd MHGOpPMaIlMM B paMKax 3TOro
COTPYAHMYECTBA, €CIM pPacKphHITHE Takoil HHQOpMAaLMM MOXET HaHEeCTH yimeph
HaLMOHAJILHBIM HHTEPECAM.

2. Mephl 1o 3aiuTe CeKpeTHOM MHbOpManuy, nepefada KOTOpoii B KOHKPETHBIX
CIIy4asx MOXET CUMTAThCA HeoOXOmUMO# U1 Lenel uenonHenus Hacrosgmero Cornamenuys,
PETYIUPYIOTCS COOTBETCTBYIOIMMHY JOTOBOPAMH, IOMMMCAHHEIMU CTOpOHAMH.

3. HNudopmarus, nepefaBacMas WM CO3JJaHHasd B X0/i€ COTPYIHMYECTBA B paMKax
HacTosimero CorjalueHus, HE pacKphIBaeTcs M He mepefacTcs 6e€3 MUCEMEHHOIO COrjacus
CTOpOHEL, ABJISIOIIEHCA HCTOYHUKOM TaKkoH HH(OpMaIyy.

Cratba 7
@DuHAHCOBbBIC H JPyrHe pecypchl

1. CTOpOHBI CAMOCTOATENBHO HECYT PACXOABl IO Y4acTHIO HX NpEACTaBUTENEH M
3KCIIEPTOB B MEPOIPUATHAX, CBA3AHHBIX C UCIIONHEHMEM HacTosmero CornameHus.

J




\

2. CTOpOHBI MOTYT COIIACOBHIBATE HHOM HOPSIOK (QUHAHCHPOBAHUS B KAXIOM
OTACILHOM Cydac B COOTBETCTBMH C 3aKOHOHaTenbcTBoM PenepatupHoit Pecry6muxu
Bpasunnu u 3akoHOMarenscTBoM Poccuiickoii Qenepanuu.

3. Bce wmeponpuaTHa B pamkax Hacrosmero CoryalmmeHHs NPOBOIATCA IIpH
HAIIMYAW COOTBETCTBYIOLIMX (DMHAHCOBBIX, KafPOBEIX W JAPYIMX PECYPCOB KaXKIOH M3
Cropon.

Cratpbs 8
OTHomenne K APYrAM MeXIYHAPOAHBIM AOroBOpaM H HAIHOHAJbLHOMY
3aKOHOJATEJbLCTBY

1. Hacrosmee Cornawenne He 3aTparmpaeT mpaB M 06s3arenscTs CTOPOH IO
ApyruM MEXIyHapOIHBIM JOTOBOpaM, YYaCTHUKAMH KOTOPHIX SBIISIOTCS MX FOCYAapCTBa.

2. Bes mestensHOCTs B pamkax Hacrosmero COrjalleHMs OCYIIECTBIAETCS B
COOTBETCTBUH ¢ HALMOHAIBHBIM 3aKOHOJATENbCTBOM M HOPMATHUBHO-IIPABOBHIMHM aKTaMH,
JEHCTBYIOIMMHY U1 Kaxoit u3 CTOpOH.

Cratba 9
Paspemienne cnopos

CTOpOHI:I pCIaroT CHOPHBIE BOIIPOCHI, KOTOPHIC MOI'YyT BO3HHMKHYTH B CBA3H C
TOJIKOBAHHUEM WX IPUMCHCHHCM NOJIOKEHUI HACTOAINETO COI‘JIaI.lIeHI/BI, ITyTEM NEPETOBOPOB
" KOHCYJ'IBT&HPIFI MCXIY KOMIICTCHTHBIMH OpraHaMy H, B Ciydae HCOﬁXOI[I/IMOCTI/I, 1o
JAATUIOMaTHYCCKM KaHaiaM.

Crarea 10
PaGoune A3bIKH

PabouuMu s3pIKaMM IpU  OCYIIECTBICHMM COTPYOHHMYECTBA B paMKax
Hacrosuero Cornamesus ABJIAIOTCS NOPTYraibCKUM, pyCCKUN U aHIVIMACKUHN A3BIKU.

Crartpa 11
BeryniieHue B CHITy, CPOK JdeficTBHS, NpeKpallenne AelicTBHA H NONPAaBKH

1. Hacrosmee CornameHne BCTynaeT B CWIy Ha TpHAUATHIi JCHB C JaTH
NOJy4YeHus [0 IUIDIOMAaTHYEeCKHMM KaHajaM IIOCIEJHEr0 MUCEMEHHOIO YBEIOMIIEHHA O
BEIIONHEHUH CTOpPOHAMU BHYTPHUTOCYNapCTBEHHBIX IIPOLEAYP, HEOOXONMMBIX IUIA €ro

BCTYIUICHUA B CUILY.

2. Hacrosmee Cornamenue 3aKiodacTcsa Ha HEOIIPEAEIEHHEIA CPOK.

3. B Hacrosmee CoraieHue MOryT OBITh B JIF0O0€ BpeMs BHECCHBI M3MEHCHMS Ha
OCHOBe IIMCBMeHHOro coriacus o6eux CTOpoH, KoTOopele OyayT oOQOpMIEHHI IO
IMIUIOMAaTHYECKHM KaHajdaM. BcCTyluleHue B CHIy H3MEHEHUH, BHECEHHBIX B HAaCTOsIIEE
Cornamenue, IO/DKHO GBITH O(QOPMICHO Ha OCHOBE Takoil )€ IpOLEeAypHl, KaK IpH
BCTYILUIEHHHM B CHILy Hactosmero CorameHus.

4. JeiictBue Hacrosimero CoriameHus MOXET OBITh NPEKPAINEHO M0 UCTCYEHUM
JeBAHOCTa OHEH Mmocie NoIydeHus B Jiroboe BpeMa ofaHoH U3 CTOPOH IO JUITIOMATHYECKUM
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Cornamesus He JOJDKHO IPEIsITCTBOBATH OCYLICCTBIICHUIO COBMECTHOM HEATENHLHOCTH B

)

KaHalaM NHCHPMEHHOIO YBENOMICHUS IpYyroi Croponnl o ee HAMEPEHUH IPEKPaTHUTh
Ieiicteue CornalmeHus.

5. B cnyuae mpexpamenns nedicteus HacTosmero Corlamiemus s Cropo
OCTalOTCA 00A3aTENbHEIMH MONOXKEHHS CTATBH 6 B OTHOLICHMM 060l HHGOpManuy,
NONy4eHHOH B cooTBercTBMM ¢ CornamenueM. Ilpekpamenwe nefictBus HACTOSIIETO

paMkax Hacrosmero Cor. JIAIICHUSA, HE 3aBepmeHH0171 K MOMCHTY IIPEKpalleHUs €ro HCfICTBHSI,
€CJIH TOJIBKO 3TO HE IIPOUCXOOUT B pe3yapTare JOroBOPEHHOCTH obeux CTOpOH.

Cosepmreno B r. Mockse 14 mas 2010 r. B ABYX OJK3EeMIUIApax, KaXIblii Ha
NOPTYTaJIbCKOM, PYCCKOM M aHITIMHACKOM $A3BIKaX, IPUYEM BCE TEKCTHI MMEIOT OJIHAKOBYIO
cumy. B ciyd4ae pasHoriacmii B TONKOBaHHHM HOJIOXKEHHMI Hacroswero Cornamenus
NIPEATIOYTEHUE OTAETCA TEKCTY Ha aHIIMHACKOM S3BIKE.

3a IlpaBuTenncTBO PegepaTHBHOMN 3a IIpaButenncrBo Poccuiickoii
Pecny6ankyl Bpazunun Denepanuu

iyt
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IMTPYJIOXEHWE
k Cornamenuro mexay IlpasurenscTBoM Poccuiickoit Depepanun
u IIpasutensctBom Penepatusroil Pecrry6muxu Bpaswimu
0 COTPYAHHYECTBE B 00J1aCTH 00ECTICYEHN MEKIYHAPOTHOM
UH(OPMAIIMOHHOM 11 KOMMYHUKALIMOHHOH 6€30I1aCHOCTH

IHIEPEY EHbB
OCHOBHBIX OHAITHI B 00/1aCTH 00eceyeHus1
MeXAyHapoaHo#i NHPOPMANHOHHONH H KOMMYHHKANMOHHOI Ge30macHoCTH

1. Hudopmarmonnas 5 KOMMYHUKAITHOHHA 6€30MacHOCTE — COCTOSIHUE
3aIMINCHHOCTH JIMYHOCTH, 00IIEeCTBa, TOCYapCTBa M HX HHTEPECOB OT CYINECTBYIOIHX W
NOTCHIHANBHEIX YIrpo3 B Cepe MHOOPMALMOHHBIX M KOMMYHHKAUMOHHBIX CPENCTB H
TEXHOJIOTHH, BKIIOYAs MEpHI, HAlpaBICHHEIE Ha obeCeueHre AOCTYIHOCTH, LIEJOCTHOCTH,
KOHOHISHINATBHOCTH ¥ MONTHHHOCTH HHGOPMALIUH.

2. Yrposa uHQOPMAUMOHHOR M KOMMYHHKAIMOHHOH Ge30macHOCTH — (aKTopsl,
CO3JAIOIIME OMACHOCTh JUIA JMYHOCTH, OOILIECTBa, TOCYAapCTBA U MX HMHTEPECOB B chepe
UHGOPMALHOHHBIX M KOMMYHUKAIIMOHHEIX CPEICTB M TEXHONOTHI.

3. WudopmanponHas ¥ KOMMYHHKAIlMOHHAs HHQPACIPYKTYpa — COBOKYIIHOCTb
TEXHHYECKUX CPEJCTB, CUCTEM, OOBEKTOB M IIEPCOHANA, BOBICUCHHBIX B (POPMHPOBAHUE,
cosjiaHue, peobpasoBaHme, Nepefady, UCIIONb30BaHUE U XpaHEHHE HH(POPMALIHIH.

4, VHopmanioHHEIE pecypchl — MHGOpMaLuoHHas HH(PAaCTPyKTypa, a TakKe
CcOOCTBEHHO HH(OpPMAaUKA U €€ IOTOKH.

5. Kputuyecku BaxkHEIE HHOPACTPYKTYPBI — OOBEKTH, CHCTEMEI, CIyXKOBHI MU
MHCTUTYTHI, paspylICHHEC WA BBIBEJCHHE U3 CTPOS KOTOPHIX MOXKET HAHECTH CephE3HEIM
yiiepd conuanibHOMy, SKOHOMHYECKOMY WIH IOJMTHYECKOMY HOPAAKY MM HAlMOHANBHOM
6e3omacHOCTH.

6. MexnyHapoaHas MHQOpMAlMOHHAsS M KOMMYHHKALMOHHAS G€30MacHOCTD —
COCTOSIHHE  MEXIYHapOOHBIX  OTHOLICHMH, HCKIIOYalollee HapyluleHME  MHpPOBOM
CTabMIBHOCTY M CO3JaHWEe Yrpo3bl 0€30IIacHOCTH rOCyINapCTB M MHPOBOrO COOOLIECTBA B
cepe UHPOPMAIIMOHHBIX M1 KOMMYHHKAIIMOHHBIX CPEICTB U TEXHOIOIHIA.




AGREEMENT BETWEEN THE GOVERNMENT OF THE FEDERATIVE REPUBLIC OF
BRAZIL AND THE GOVERNMENT OF THE RUSSIAN FEDERATION ON
COOPERATION IN THE FIELD OF INTERNATIONAL INFORMATION
AND COMMUNICATION SECURITY

The Government of the Federative Republic of Brazil
and

The Government of the Russian Federation,
hereinafter referred to as the Parties,

Considering the development of the relations between the Federative Republic of Brazil
and the Russian Federation on the basis of mutual trust and cooperation,

Noting that considerable progress has been achieved in developing and applying the]
latest information technologies and means of communication,

Expressing concern about the threats posed by possible use of such technologies and
means for the purposes that are inconsistent with the objectives of maintaining international peace,
security and stability in both civil and military spheres,

Attaching great importance to international information and communication security as
one of key elements of the system of international security,

Considering the important role of information and communication security in ensuring
human rights and fundamental freedoms,

Considering the resolutions of the United Nations General Assembly entitled
"Developments in the field of information and telecommunications in the context of international

security",

Striving to address international information and communication information securityj
threats, ensure the information and communication security interests of the Parties and create an|
international information environment of peace, cooperation and harmony,

Wishing to establish a legal and organizational framework for cooperation between the
Parties in the field of international information and communication security, and stressing the
importance of such cooperation for further development of bilateral strategic partnership,

Have agreed as follows: _ J




Article 1
Terminology

1. For the purpose of interaction between the Parties in the implementation of thil
Agreement, the basic terms to be used are listed in the Annex, which is an integral part of thi
Agreement.
2. The Annex may, as necessary, be supplemented, amended and updated as agreed by th
Parties through diplomatic channels. T

Article 2

Main Threats in the Field of International Information and Communication Security

The Parties shall cooperate under this Agreement taking into account the following main
threats to international information and communication security:

1) use of information and communication means and technologies in international
conflicts for hostile purposes both in civil and military fields, including disruption of
critical infrastructures;

2) use of information and communication means and technologies for terrorist purposes
and activities;

3) use of information and communication means and technologies for criminal purposes
and activities;

4) use of the dominant position in the field of information and communication meangd
and technologies to the detriment of the interests and security of other States;

5) natural disasters or technological failures affecting the secure and stable operation of
global and national information and communication infrastructures.

Article 3
Main Areas of Cooperation

The Parties shall cooperate under this Agreement in the following main areas:

1) identifying, coordinating and implementing necessary joint measures to ensure
international information and communication security;

2) establishing a cooperative framework to prevent, detect, treat and respond to the
threats mentioned in Article 2 of the present Agreement;

3) conducting examination, research and assessment in the field of information and
communication security including technical and scientific cooperation between the

Parties;

4) promoting coordination in Internet governance fora on issues related to information
and communication security;

5) ensuring information and communication security of national critical infrastructures;

6) elaborating and implementing coordinated policies for using digital signature and
information protection in international information exchange;

J
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7) exchanging ipformation on the legislation of the Federative Republic of Brazil and
on the legislation of the Russian Federation related to information and|
communication security;

8) developing and improving the international legal basis and practical mechanisms for
cooperation between the Parties in.strengthening international information and
communication security;

9) interacting within the framework of international organizations and fora on the issves
concerning international information and communication security;

10)exchanging experience, training specialists, holding working meetings, conferences,
seminars and other fora of authorized representatives and experts of the Parties in the|
field of information and communication security.

The Parties may determine other areas of cooperation by mutual agreement.

Article 4
General Principles of Cooperation

1. The Parties shall cooperate within the framework of the present Agreement to contribute
to social and economic development and maintain international peace and security, according to
generally recognized principles and norms of international law, including the principles of peacerul
settlement of disputes, non-use of force, non-interference in internal affairs, respect for human rights
and fundamental freedoms.

2. Each Party shall have equal rights to protect the information resources and critical
infrastructures of their States from the threats mentioned in Article 2 of the present Agreement.

Article 5
Implementation

1. Within sixty days after the date on which the present Agreement has entered into force,
the Parties shall exchange data on the competent authorities of the Federative Republic of Brazil and
the Russian Federation responsible for implementing the present Agreement and on channels of direct
information exchange on specific areas of cooperation.

2. In order to review the implementation of the present Agreement, arrange for information
exchange, analysis and joint assessment of emerging threats to information and communication
security, as well as to determine, agree and coordinate joint response measures, the Parties shall hold
regular consultations between their authorized representatives and competent authorities of the
Federative Republic of Brazil and the Russian Federation (hereinafter — consultations).

3. Regular consultations shall be usually held twice a year in the Federative Republic of}
Brazil and the Russian Federation on a rotation basis.

4. Either Party may propose additional consultations and suggest dates, venue and agenda.
5. The Parties may engage in practical interaction in specific areas of cooperation provided

for by the present Agreement through the competent authorities of the Russian Federation and the
Federative Republic of Brazil responsible for implementing this Agreement.
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6. . In order to regulate cooperation in specific areas, the competent authorities of the
Federative Republic of Brazil and the Russian Federation may conclude appropriate additional
agreements.

Article 6
Protection of Information

1. The present Agreement shall not oblige the Parties to provide information within the]
framework of cooperation in accordance with the present Agreement and shall not provide basis for
transferring information within the framework of this cooperation if the disclosure of such information
might damage national interests.

2. The procedures for protecting classified information that may be considered necessary in|
certain cases for the implementation of the present Agreement shall be regulated subject to the relevant
agreements signed between the Parties.

3. The information transferred or generated in the course of cooperation within the
framework of the present Agreement shall not be disclosed or transferred without the written consent of]
the Party that originated this information.

Article 7
Financial and Other Resources

1. The Parties shall independently bear the costs of participation of their respective
representatives and experts in activities related to the implementation of the present Agreement.

2. The Parties may agree upon other financial procedures in each particular case in|
accordance with the legislation of the Federative Republic of Brazil and the legislation of the Russian

Federation.

3. All activities carried out under the present Agreement shall be subject to the availabﬂity
of appropriate financial, human and other resources of each Party.

Article 8
Relationship to other International Treaties and National Legislation

1. The present Agreement shall not affect the rights and obligations of the Parties deriving
from other international treaties to which their respective States are parties.

2. All activities carried out under the present Agreement shall be subject to the national
laws and regulations in force for each Party.

Article 9
Settlement of Disputes

Disputes that may arise between the Parties out of interpretation or application of the
provisions of the present Agreement shall be settled through negotiations and consultations between
competent authorities and, if necessary, through diplomatic channels.




Article 10
Working Languages

The working languages for cooperation under the present Agreement shall be Russian,
Portuguese and English.

Article 11
Entry into Force, Duration, Termination and Amendments

1. The present Agreement shall enter into force on the thirtieth day following the date of]
receiving, through diplomatic channels, the last written notification on the completion by the Parties of
their respective domestic procedures necessary for its entry into force.

2. The present Agreement shall remain in force for an indefinite period of time.

3. The present Agreement may be amended, at any time, by written consent of both Parties,
which shall be formalized through diplomatic channels. The entry into force of amendments to the
present Agreement shall be subject to the same procedure as for the entry into force of the Agreement.

4. The present Agreement may be terminated ninety days after the receipt, at any time, by
one Party, through diplomatic channels, of a written notification from the other Party of its intention to
terminate the Agreement.

5. In case of termination of the present Agreement, the Parties shall remain bound by the
provisions of Article 6 with respect to any information obtained under the Agreement. Termination
shall not affect the implementation of cooperative activities carried out under the present Agreement
and not completed upon its termination, unless otherwise agreed by both Parties.

Done at Moscow on May 14, 2010 in duplicate, each in the Portuguese, Russian and
English languages, all texts being equally authentic. In case of any divergence of interpretation of the
provisions of this Agreement, the text in the English language shall prevail.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE RUSSIAN
FEDE VE UBLIC OF BRAZIL FEDERATION




~

ANNEX TO THE AGREEMENT BETWEEN THE GOVERNMENT OF THE FEDERATIV]
REPUBLIC OF BRAZIL AND THE GOVERNMENT OF THE RUSSIAN FEDERATION ON
COOPERATION IN THE FIELD OF INTERNATIONAL INFORMATION ANIl
COMMUNICATION SECURITY

7 25 O

LIST OF BASIC TERMS IN THE FIELD OF INTERNATIONAL INFORMATION AND
COMMUNICATION SECURITY

1. Information and communication security — protection of the individual, society, state and
their interests from existing and potential threats in the field of information and communication means
and technologies, including measures aimed at ensuring the availability, integrity, confidentiality and
authenticity of information.

2. Information and communication security threat - factors which pose a threat to th¢
individual, society, state and their interests in the field of information and communication means and
technologies. '

3. Information and communication infrastructure — array of technical means, systems
facilities and personnel involved in generating, developing, transforming, transmitting, using ang
storing information.

4, Information resources - information infrastructure, as well as information as such and itd
flows.
5. Critical infrastructures - physical facilities, systems, services and institutions, disruption

or destruction of which will cause serious damage to social, economic and political order or national
security.

6. International information and communication security - international relations
environment which rules out violating world stability and threatening the security of states and world
community in the field of information and communication means and technologies.




