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ACORDO ENTRE O GOVERNO DA_REPI’JBL’ICA FEDERATIVA DO BRASILE O
GOVERNO DA FEDERACAO DA RUSSIA SOBRE PROTECAO
MUTUA DE INFORMACOES CLASSIFICADAS

O Governo da Republica Federativa do Brasil

€

o Governo da Federagfo da Russia
(doravante dcnominados “Partes”)

2

Reconhecendo o interesse mutuo em garantir a protegio das informagdes classificadas
trocadas no d&mbito da cooperaggo politica, técnico-militar, econdmica e outras, de conformidade com
as respectivas legislacGes da Republica Federativa do Brasil e da Federagiio da Rissia,

Acordam o que se segue:

Artigo 1
Defini¢Ges

Para os fins do presente Acordo:

a) “informagdo classificada” significa qualquer dado, independentemente de sua
forma, protegido em conformidade com as respectivas legislagdes da Republica
Federativa do Brasil e da Federa¢do da Russia, transmitido ou recebido na forma
estabelecida pelo presente Acordo, cujo acesso ou divulgagio ndo autorizados
pode causar dano & seguranga ou aos interesses da Repuiblica Federativa do Brasil
ou da Federagdo da Russia;

b) “ meios de armazenamento de informagdes classificadas” significam os objetos
materiais, inclusive meios fisicos nos quais as informagdes classificadas sdo
expressas na forma de simbolos, imagens, sinais, solugdes técnicas e processos;

¢) “marcacéo de classificagfio” significa a marcagfo, colocada no préprio meio de
armazenamento ou na documentagfio que o acompanha, identificadora do grau
de sigilo dos dados contidos nesse meio de armazenamento;

d) “credencial de seguranga” significa a autorizagdo para acesso a informagdes
classificadas concedida a individuos ou organizagdes;
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- €) “organizagSes credenciadas” significam os 6rgdios governamentais ou outras
) organizag3es credenciados pelas Partes para transmitir, receber, guardar, proteger e
utilizar as informagGes classificadas;
f) “contrato” significa o acordo concluido entre organizagdes credenciadas, o qual
prevé a transmissdo de informagdes classificadas no decorrer da cooperagéo;
g) “Parte transmissora” significa a Parte que transmite as informagdes classificadas a
outra Parte;
h) “Parte receptora” significa a Parte 4 qual sdo transmitidas as informagdes
classificadas.
Artigo 2
Orgﬁos Competentes
1. Os orgéos competentes, responsdveis pela implementagdo do presente Acordo
(doravante denominados “6rgdos competentes™) s3o os seguintes:
a) na Republica Federativa do Brasil, o Gabinete de Seguranca Institucional da
Presidéncia da Republica;
b) na Federagdo da Russia, o Servigo Federal de Seguran¢a da Federagdo da
Russia.
\
= 2. As Partes deverdo notificar de imediato & outra Parte, por via diplomética, sobre
quaisquer alteragdes de seus drgdos competentes.
Artigo 3
Equivaléncia dos Graus de Sigilo
As Partes concordam que os seguintes graus de sigilo sdo equivalentes da seguinte
forma:
Na Repuiblica Federativa do Brasil Na Federagéo da Russia
SECRETO (Secret) Cosepuienno cexperHo (Top Secret)
CONFIDENCIAL (Confidential) CexpertHo (Secret)
Artigo 4
Protegéo das Informagdes Classificadas
L. As Partes, em conformidade com as respectivas legislagdes da Republica Federativa
do Brasil e da Federag@o da Russia, deverso:
a) assegurar a protegio das informagdes classificadas;
)
-




b) aplicar, com relagdo as informagdes classificadas, as mesmas medidas de protegdo
previstas relativamente as proprias informagBes classificadas, de grau de sigilo
equivalente, em conformidade com o Artigo 3 do presente Acordo;

) utilizar as informagdes classificadas recebidas da organizagfo credenciada da outra
Parte exclusivamente para os fins previstos na sua transmiss3o;

d) ndo permitir a uma terceira parte o acesso as informagdes classificadas, sem
prévia concordéncia por escrito da Parte transmissora.

2. O acesso as informagdes classificadas deverad ser permitido apenas as pessoas cujo
conhecimento das mencionadas informagdes seja necessdrio para o cumprimento das obrigagdes

funcionais e para os fins previstos em sua transmissdo, possuidoras de apropriada credencial de
seguranga.

Artigo 5
Transmissdo das Informagdes Classificadas

1. Caso uma organizagio credenciada de uma Parte tencione transmitir informagG&es
classificadas a uma organizagfio credenciada da outra Parte, ela devera solicitar previamente a
autoridade competente de sua Parte uma confirmagéo por escrito de que a organizagio credenciada

da outra Parte possui a correspondente credencial de seguranca para acesso a informagdes
classificadas.

2. A autoridade competente da Parte devera solicitar & autoridade competente da outra

Parte uma confirmagfo por escrito da existéncia de credencial de seguranga apropriada pela
organizagdo daquela Parte.

3. Em cada caso especifico, a decisdo de transmitir informagdes classificadas devera

ser tomada em conformidade com a respectiva legislagdio da Republica Federativa do Brasil ou da
Federag@o da Russia.

4, Os meios de armazenamento de informagdes classificadas deverdo ser transmitidos
por via diplomatica ou por outros métodos acordados entre as Partes. A organizago credenciada
da Parte receptora devera confirmar o recebimento das informagdes classificadas.

5. Com a finalidade de transmitir meios de armazenamento de informagdes
classificadas de grande volume, as autoridades competentes devero acordar sobre o método e a
rota de transporte, bem como sobre a forma de escolta.

6. As informagdes classificadas poderfio ser transmitidas por meios técnicos protegidos,
mediante entendimento entre as autoridades competentes das Partes.




Artigo 6
Tratamento das Informagdes Classificadas

1. Ao receber os meios de armazenamento de informagdes classificadas, a
organizagdo credenciada responsével por sua recepgdo devera, complementarmente, promover

a marcagdo de classificagdo correspondente ao grau de sigilo equivalente, conforme definido
no Artigo 3 do presente Acordo.

2. A obrigacdo de marcagfo de classificagio deverd ser aplicada nos meios de
armazenamento de informagdes classificadas obtidas como resultado de tradugdo, copia ou
reprodugdo.

3. As informagGes classificadas geradas com base em informagdes classificadas
recebidas da outra Parte deverdo possuir grau de sigilo nfio inferior ao grau de sigilo das
informagdes classificadas recebidas.

4. As informagdes classificadas deverdo ser submetidas a tratamento em

conformidade com as exigéncias previstas nas respectivas legislagdes da Republica Federativa do
Brasil e da Federag3o da Russia.

5. Os meios de armazenamento de informagdes classificadas deverdo ser

devolvidos ou destruidos mediante autorizagdo por escrito da organizagio credenciada da
Parte transmissora.

6. A destrui¢do dos meios de armazenamento de informagdes classificadas devera
ser documentada, sendo que o processo de destruigdo dever4 excluir qualquer possibilidade de
reprodugdo ou restauragdo das informagdes.

7. A organizagio credenciada da Parte transmissora devera ser informada, por

escrito, sobre a devolugdo ou a destruicdo dos meios de armazenamento de informagdes
classificadas.

8. A marcagdo de classificagdo dos meios de armazenamento de informag&es
classificadas recebidos somente poderd ser alterada pela organizagdo credenciada da Parte
receptora apds autorizagdo por escrito da organizagdo credenciada da Parte transmissora.

9, A organizag8o credenciada da Parte transmissora devera notificar a organizagao

credenciada da Parte receptora, por escrito, sobre quaisquer alteragdes do grau de sigilo das
informagGes classificadas.

Artigo 7
Contratos

Os contratos firmados entre as organizagSes credenciadas deverfio conter uma se¢do
especifica com os seguintes itens:

a) relagéio das informagdes classificadas e seu grau de sigilo;
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b) particularidades sobre prote¢do e tratamento dos meios de armazenamento de
informagdes classificadas;

c) procedimentos de resolugfio de controvérsias sobre o tratamento das informagdes
classificadas, eventualmente surgidas no decorrer da implementagio do contrato;

d) procedimento de reparagfo de possivel dano resultante da divulgago ndo autorizada
das informagdes classificadas.

Artigo 8
Visitas

1. Visitas de representantes de organizag#io credenciada de uma Parte, com previséo de
seu acesso a informagdes classificadas devero ser sujeitas a prévia autorizagio por escrito, concedida
pela autoridade competente da outra Parte apés consultar a organizagfo a ser visitada. A autorizagio

para tal visita deverd ser concedida apenas &s pessoas mencionadas no parégrafo 2 do Artigo 4 do
presente Acordo.

2. O requerimento sobre a possibilidade de realizagfo da visita dever4 ser submetido pela
autoridade competente da Parte visitante & autoridade competente da Parte anfitrid no minimo trinta
(30) dias antes da data da visita pretendida.

3. A autoridade competente da Parte anfitrid deveré notificar & autoridade competente da

Parte visitante sobre os resultados do processo de consulta, no minimo dez (10) dias antes da visita
pretendida.

4, O requerimento para a visita pretendida devera ser formalizado em conformidade com

as respectivas legislagdes da Republica Federativa do Brasil e da Federag@o da Russia e devera conter
os seguintes dados:

a) nome completo da pessoa visitante, data e local de nascimento, nacionalidade,

numero do passaporte, ocupagdo ou fung#o, local de trabalho e seu grau de
credencial de seguranga;

b) periodos previstos para a visita, razfio social e endereco da organizagio credenciada
a ser visitada, bem como nome completo e fungfio da pessoa a ser visitada;

¢) objetivo e fundamentos da visita, assim como natureza das questfes a serem
discutidas.

5. Durante a visita, os representantes da organizagio credenciada da Parte visitante
deverdo atender as regras relativas ao tratamento das informag@es classificadas da Parte anfitria.

T



Artigo 9
Violagdo das Exigéncias Relativas a Protegdo das Informagdes Classificadas

1. Qualquer violagio das exigéncias relativas & protecéo das informagdes classificadas
que tenha resultado ou possa resultar no acesso ou na divulgagdo ndo autorizada de informagSes
classificadas, identificada por uma organiza¢fio credenciada ou pela autoridade competente de
uma das Partes, deverd ser imediatamente notificada a autoridade competente da outra Parte.

2. A autoridade competente da Parte que notificou a violagdo deverd realizar a
investigagdo do incidente e informar a autoridade competente da outra Parte sobre os resultados
de tal investigagdo e sobre as devidas medidas corretivas adotadas.

3. Os procedimentos de reparagdo do dano ocasionado pela violagdo das exigéncias
relativas a prote¢io das informagdes classificadas deverio ser definidos em cada caso concreto, por

acordo entre as organizages credenciadas e, quando necessério, com a participagdo das autoridades
competentes das Partes.

Artigo 10
Despesas

Cada Parte assumird as proprias despesas relacionadas a implementa¢do do
presente Acordo.

Artigo 11
Consultas

As autoridades competentes, para os fins de implementagio do presente Acordo,
realizarfio consultas a pedido de uma delas.

Artigo 12
Relag@o com Outros Acordos

Os dispositivos relativos & protegdo das informagdes classificadas contidos em
outros acordos e entendimentos firmados entre as Partes, bem como entre as autoridades

competentes e organizagdes credenciadas das Partes, continuardo em vigor, desde que n#o
contradigam os dispositivos do presente Acordo.

 Artigo 13
Solugdo de Controvérsias

1. Quaisquer controvérsias relativas  interpretagfio e & aplicagdo dos dispositivos
do presente Acordo que possam ocorrer entre as Partes deverdo ser resolvidas por meio de

negociagdes e de consultas entre as autoridades competentes e, quando necessario, por via
diplomatica.

2. Durante a resolug@io das controvérsias, as Partes continuarfo a cumprir todas
suas obriga¢des previstas no presente Acordo.




Artigo 14
Emendas

O presente Acordo poderd ser objeto de emendas por consentimento miituo
expresso por escrito entre as Partes.

Artigo 15
Disposigdes Finais

1. O presente Acordo entrard em vigor trinta (30) dias ap6s a data de recebimento, por
via diplomética, da ultima notificagfio escrita sobre o cumprimento, pelas Partes, dos respectivos
procedimentos internos necessarios para sua entrada em vigor.

2. : o) presente Acordo teréd vigéncia por prazo indeterminado.

3. Qualquer das Partes podera denunciar o presente Acordo, por meio do envio & outra
Parte, por via diplomética, de notificag8o escrita sobre sua intengéio de denuncié-lo. Nesse caso, a
vigéncia do presente Acordo cessard ao fim de seis (6) meses contados a partir da data de
recebimento de tal notificagéo.

4. No caso de dentincia do presente Acordo, continuaro a ser aplicadas com relagio
as informagdes classificadas as medidas para sua protegéo previstas no presente Acordo, até que
essas informagGes sejam desclassificadas de acordo com a forma estabelecida.

Feitoem WVODLOU ,aos |3 de ﬁdb de 2008, em dois exemplares
i

originais, em portugués, russo e inglés, sendo todos os textos ente auténticos. Em caso de divergéncia
na interpretacéio do presente Acordo, prevalecera o texto em inglés.

PELO GOVERNO DA REPUBLICA PELO GOVERNO DA FEDERAGAO
FEDERATIVA DO BRASIL DA RUSSIA

{ SERGUEI MIKHAILOVITCH SMIRNOV
Ministro-chefe do Gabinete de Seguranga Primeiro Vice-Diretor do Servigo
Institucional da Presidéncia da Republica Federal de Seguranga da Russia




COI'VIAILIEHUE
mexay lpasurenscreom @eneparusnoii Pecny6inkn Bpasuaun
u IlpaBurenbcrBom Poceniickoiit ®enepanun
0 B3aHMHO# 3amuTE cCeKpeTHol uHpopManHu

IlpaButensctBo PeneparuBHoi PecnyGmuku Bpaswnuu u. ITpaBurtenscrso
Poccuiickoit ®enepanuu, B nansHeiimem nmenyemsle CTopoHamy,

IpH3HaBas B3aUMHBIE HHTEPECH! B 06ECNIEYEHUH 3alUThI CEKPETHON HHGOPMALHH,
o6MeH KOTOpOiHf OCYIIECTBISIETCS B paMKaX MOJMTHYECKOTO, BOEHHO-TEXHHYECKOTO,
9KOHOMHYECKOI0 M HHOrO COTPYAHHYECTBA, B COOTBETCTBUM C 3aKOHOJATENHCTBOM
®eneparvpHOll Pecmy6nuku Bpasunnu u Poccniickoit ®enepauuy,

COTJTACHJIMCH O HIDKECIIEAYIOLIEM:

Crarps 1
Onpegenenuns

ITonsTud, ucronb3yeMsle B HacTosmeM CorfalleHHH, 03Ha4al0T ClEeAyIOLIee:

a) «cexpeTHas HH(QOpPMAUUA» - CBEICHUS, BHIpaXEHHbIE B JOOOM (opMme,
3allMIaeMBle B COOTBETCTBHM C 3akoHomaTenbcTBoM enepaturnoit Pecrny6muxu
Bpazunuu u Poccuiickoift ®epepauuu, nepefaHHblE HIM [ONy4YEHHBIE B IOPSIKE,
yCTaHOBNEHHOM HacroamuM CorjalieHHeM, HECaHKIHOHHUPOBAHHEIN JOCTYI MM
pacmpocTpaHeHHe KOTOPBIX MOXET HaHECTH YIuep6 Oe30macHOCTH HIH HMHTepecam
Penepatuproit Pecniybmuxu Bpasunun unn Poccutickoit Oenepaiuu;

b) «HOCHTENN CeKpeTHON HHGpOpMalMUy - MAaTepHalbHbIE OGBLEKTHI, B TOM UYHCTIE
¢u3uUecKue IO, B KOTOPBIX CEKpeTHasd HHGOPMALMs HAXOIUT CBOE OTOOpaXXEHHE B BUTIE
CHMBOJIOB, 06Pa30B, CHTHAJIIOB, TEXHHYECKHUX PEIIEHUH U IIPOLECCOB;

C) «rpu(d CEKPETHOCTM» - PEKBH3HT, MPOCTABISEMbI HAa CaMOM HOCHTENE WIH B
COIIPOBOJUTENBHON NOKYMEHTAUMM K HEMY, CBHAETENLCTBYIOLIM O CTEMEHM CEKPETHOCTH
CBEACHHIA, COAEPKALIMXCS B X HOCUTEJIE;

d) «momyck k cexpeTHo# MHbOpMalpMy - mpoueaypa oGOpMIIEHHS IpaBa Ha JOCTYN K
ceKpeTHOH HHGOpMaImK HH3UIECKIX JTHLI HUTH OpraHu3alIuii;

€) YIIOTHOMOYCHHbIE OpraHM3alliM» - OpraHbl TOCYJApCTBEHHOM BIACTH HIH
OpraHHu3allid, ynoinHoMo4yeHHble CTOpOHaMH IepefaBars, MONYy4aTh, XpaHWTh, 3allIuaTh U
HCIIONB30BaTh CEKPETHYIO MHGpOpMalHIO;

f) «xoHTpaKT» - cornameHue, 3aKT0YaEMOE MEXIY YIIOMHOMOYEHHBIMI OpraHU3allisIMH,
Ipe{ycMaTpHUBarolLiee Iepefady CeKpeTHON HHGOpMALH B XOA€ COTPYIHHYECTBA;

g) «nepepatomas CropoHa» - CTOpoHa, KOTOpas IepeaeT CeKpPeTHYI0 HWHGOpMAaIUIo
npyroit CtopoHe;

h) «nomy4aromas Cropona» - CTopoHa, KOTOpOif riepefaeTcs cekpeTHas HHpopMaIus.
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Crartbsa 2
KomrmierenTHb1e 0pranei

. KoMmmeTeHTHBIMH OpraHamu, OTBETCTBEHHBLIMH 3a PEATH3aIHMIO  HACTOSIIETO
Cornaenus (naee - KOMIIETEHTHBIE OPraHBl), BIEOTCS:

B QeneparusHoit Pecrrybmike Bpaswmiu - KaGuHeT HHCTUTYIMOHABHON 6e30macHOCTH
npy Ipesunente Geneparusroit Pecrry6miaxu Bpasimm.

B Poccuiickoit Deneparun - demepanshas coyx6a GeszomacHocTH Poccuitckoit
Denepauumy;

2. CTOpOHLI HE3aMCIUINTEILHO YBEAOMIIAIOT ApPYr Apyra Imno UINIOMaTHYeCKUM
KaHanam 00 H3MEHEHHH CBOMX KOMIIETEHTHBIX OpPraHoBs.

Cratna 3
ConocTaBHMOCTB cTeneHell ceKpeTHOCTH

CTOpOHBI COrMAlIAlOTCs, YTO CNENYIOIME CTENEeHH CEKPETHOCTH COMOCTABISIOTCS
clenyromuM obpaszom:

B ®eneparuBHOit Pecniybnuke Bpasunun B Poccuiickoit denepaunu
SECRETO CoBepieHHO CEKpeTHO
(Secret) (Top Secret)
CONFIDENCIAL . CekpetHo
(Confidential) (Secret)
Cratbsa 4

3amuTa cekpeTHOI uHGOpMaMH

1. CTopoHEl B COOTBETCTBMH ¢ 3aKOHOAaTenbcTBoM PeneparuBHOH PecryGmau
Bpaswnm u Poccutickoit ®epepatm obs3yrores:

a) obecrieuMBaTh 3alUTy CeKPEeTHOM HHGOpMALHH;

b) IpUMEHATS B OTHOINCHMH CeKpeTHOH MH(OpMAUMHM TakMe k€ Mepbl 3allATHL
KOTOpBIE IPEAYCMOTPEHBI B OTHOLIEHMH COOCTBEHHOH CEKpeTHOM MH(OPMAIMH CO CTENEHBIO
CEKPETHOCTH, COITOCTAB/IIEMOM B COOTBETCTBHMM CO cTaThedl 3 HacTosmero CornameHus;

C) ONB30BATLCA CEKPETHOM HHOOpManuell, NOIYy4EHHOM OT YIOJIHOMOYEHHOM
opraumsaiuu Apyrofi CTOpPOHBI, MCKIOYHTENLHO B npenycmorpeHme IpH ee Iepenade
HeNsX;

d)He npegoCTaBNATE TpeThelf CTOpOHE [OCTYN K CEKpeTHOM HMHpoOpMammu 6e3
Tpe/IBapUTENBHOrO MMCHMEHHOTO CorTacks nepenabinei ee CTOPOHEL

2. Jloctyn x cexpeTHOM MH(OpPMalHH paspemiaeTcsi TONLKO JIHIAM, KOTOPhIM 3HAHHE
3r0M wuH(OpMalWM HEOOXOMIMO Ui BHUIONHEHMS CIYXKEOHBIX OOS3aHHOCTEM B LEJX,
NpeIyCMOTPEHHBIX IIPU €€ Iepefade, MMEIOIMM COOTBETCTBYIOIIMHN JONYCK K CEKpPEeTHOM
“HbOpMAIUH.




Crarea 8
Ilepenaua cexperroii ungopmarmn

. Ecmu ynonHomoueHHat opraHmsauus omHo¥ CTOpOHBI HaMepeHa IepeaTh
CeKPEeTHYI0  MHGOpMAlMIO  YNIOMHOMOYEHHOM  opraHmsauuu  apyrod  CTOpOHBL, OHa
NIPEABAPUTENBHO 3alpallMBaeT y KOMIIETEHTHOro opraHa cBoeli CTOpOHBI ITHCEMEHHOE
NOOTBEPXKACHUEC HANMMYHUA Y  YINOJNHOMOYEHHOM  opraHmsamuu  apyroi  CTOpOHBI
COOTBETCTBYIOLLETO AOITyCKa K CEKPETHOM HHpOpMaLUu.

2. KomnerenTHsI# opral onHo#t CTOPOHBI 3alIpalllMBaeT y KOMIIETEHTHOTO OpraHa
Apyro#i CTOPOHBI MHCEMEHHOE NOATBEPKACHHE HATHYMS y OpraHM3ariu apyrofi CTOpOHEL
COOTBETCTBYIOLLETO JOMYCKa K CEKpETHOM MH(popMaLuu.

3. Perenue o mepenaue CeKpeTHOM HMHGMOPMAIIM HPYHMMAETCS B KKIOM OTAETBHOM
Clly4ae B COOTBETCTBUM C 3aKoHoHaTenbcTBOM DeneparnBHoit Pecnybmuku Bpasunun unu
Poccuiickoit ®enepauny.

4. Ilepenava HocuTene CeKpeTHOM HHPOPMALIM OCYILIECTBIIAETCA TI0 AUIINIOMATHYECKIM
KaHas1aM W JpYTAMU criocobamy, CornacoBaHHbIMH Mexny CTOpoHaMH.
VYnonHoMoyeHHass opranusauus rnomydaromedi CTOpPOHBI IOATBEPKOAET IONYYEHHE
CEKpETHOH MHPOpMaLIHU.

5. Ina mepenaum HOcHTenedl CeKpeTHOM HWH(pOpMAlUM 3HAYMTENHLHOTO obbeMa
KOMIICTEHTHBIE OpraHbl JOrOBAapHUBAIOTCA O CIIOCOOE M MapuIpyTe TPaHCHOPTHPOBKH, a TaKXKe
(bopMe CONPOBOXKIECHHUS.

6. Cexpernan unpopmaims Moxer ObITH IEpeNaHa ¢ KCIIOB30BAHMEM 3AIUIICHHBIX
TEXHUYECKHX CPEZICTB I10 COINacOBaHHIO MEXTY KOMIIETEHTHBIMU opranaMu CTOpPOH.

Cratbs 6 ,
Odpamenue ¢ cexpeTHoit uHGopMauMeit

l. YnonnomodeHHas opraHu3alus, OTBETCTBEHHasd 3a I[IONyYEHHE CEKpPETHOU
MHGbOpMAaIuH, JOIOMHUTENBHO NPOCTABNAET HA NONYUEHHBIX HOCHTEX IpH( CEKpEeTHOCTH,
COOTBETCTBYIOLIMI CTENEHH CEKPETHOCTH, CONOCTABIIAEMOM B COOTBETCTBMH CO CTAaThed 3
HacToswero CorameHus.

2. O6s3areBHOCTH NPOCTARIEHH IPUGOB CEKPETHOCTH PaCIPOCTPAHAETCS HA HOCUTENM
CEKpeTHOH HMH(QOpMAalMH, IIONy4eHHOM B pe3ynbTare MNEPEBOJa, KOMMPOBAHMS HIH
THPAXXUPOBAHMS.

3. Cexpernan uHbopMalms, oOpa3oBaBIIA’ACS HA OCHOBE IOMYy4EeHHOM OT JApyroi
CropoHB! cexpeTHO!t HHpOpMAaUMH, JO/DKHA HMETh CTENEHL CEKPETHOCTH HE HUXKE
CTEMEHH CEKPETHOCTH NOJIyYeHHON cekpeTHON nHpopMaIu,

4. OGpamenre ¢ ceKpeTHOH uWHObOpManuell OCYLIECTBIAETCA B COOTBETCTBMH C
TpeGOBaHUAMH, NIPEXYCMOTPEHHBIMM 3aKoHOAaTebeTBoM DenepatusHoit Peciry6mixu Bpaswmiu
u Poccuiicioit denmeparvmn.

5. Hocuremu cexpeTHO! wuHGOpPMAaUMM BO3BpAIAIOTCS WM YHMYTOXKAIOTCA IO
TMCBEMEHHOMY Pa3pEIIEHHIO YIIOHOMOYEHHO opraHu3aiyy repenasieit ux CTOpOHEL.

6. VHUYTOXEHHE HOCHTENeH CekpeTHOM HHGOpMAIMM IOKYMEHTHpPYETCS, IPU 3TOM
OpPOIECC YHWYTOXKEHHS MHODKEH MCKIOYaTh BO3MOMKHOCTH €€ BOCIPOHM3BEINECHHS U
BOCCTaHOBJICHUSL.




7.0 BO3BpalleHHN MIM YHHYTOXXCHUM HOCHTENeH CEKPETHOM HHPOPMALMH
YBEAOMIIIETCA B IMHCBMEHHON (OpMe YNMONHOMOYEHHas OpraHu3auds HepeiaBIleil ux
CTOpOHBL.

8.I'pHG CeKpeTHOCTH IOSYYSHHBIX HOCHTeNeH CeKpeTHOM HHbOpMAIMU  MOXET
H3MCHATBCS YTIONHOMOYEHHO! Oprauusaupesi nomyyaromeif CTOPOHBI TONBKO 110 THCBMEHHOMY
PaspeIeHNIO YIIOTHOMOYCHHON OpraHu3alyy nepefasire ux CTOpOHEL

9.06 u3MEHEHMM CTEIIEHH CEKPETHOCTH CEeKPETHOH MH(pOpMALMH YTIOJTHOMOYEHHAst
OpraHv3alpsA Tepefasiielf ee CTOPOHBI B IHMCHMEHHOM (opME YBEZOMISET YTIONMHOMOYEHHYIO
OpraHM3aIMIo MoTyyaromieit CTOpoHsL.

Crarba 7
Kontpakrni

B sakimouaemble YIIONHOMOYEHHBIMM OpPTaHM3AlAAMM KOHTPAaKTHl BKIFOYAETCS
OTAENBHEIN pa3fien, Comepxaniuii:

a) IepeyeHb CEKPETHOM HH(OPMAIIHY U CTEEHH e CEKPETHOCTH;

b) 0cOGEHHOCTH 3aIIMTHI X OOPAIEHUS C HOCHTENSIMM CEKPETHOM HH(pOPMAIUH;

C) OPSANOK paspelieHMst CHOPHBIX CHUTyalii IO BONpOCY OOpalleHHs ¢ CEKPETHOM
HH(OpMaIHeR, BO3HUKAFOIMX B [POLIECCE BLIIOMHEHUS KOHTPAKTA,

d)OpANOK  BO3MEIIICHWMS ~ BO3MOXHOIO — ymep6a OT  HeCAHKIMOHHPOBAHHOIO
pacnpocTpaHeHHUs CEKPETHON HHpOopMaIuH.

Craren 8
Bmzutsi

. BusuTbl npencTaBUTENel YIOMHOMOYEHHOM OpraHM3AUMM OXHOM CropoHsl,
NpeoyCMaTpUBaIOIIME WX JOCTYI K CEKPETHOM MH(popMaimmi, OCYINECTBIAIOTCA IO
[IPEABAPHTEIILHOMY NMHUCBMEHHOMY paspelleHHIO, IOTYYEHHOMY OT KOMIIETEHTHOTO OpraHa
Apyro#t CTOPOHBI, OCIE KOHCYMBTAIH C NPUHUMAIOLIEH OpraHu3amueli. Paspelrienye Ha Takoi
BHBHT a€TCS TONBKO JIMLAM, YKa3aHHBIM B IIyHKTeE 2 cTaThbi 4 HacTosmero CornameHus.

2. 3ampoc 0 BO3MOXHOCTH OCYLIECTBIEHUsS BM3MTA HANPABIIAETCS KOMIIETCHTHBIM
OpraHoM HamnpasJizorielt CTOpOHbI KOMIIETEHTHOMY OpraHy IpyHuMaromeii CTOpoHBI He T03IHee
ueM 3a 30 AHel 10 npemIoraraeMoi JaThl BU3UTA.

3. Kommerenmsbii opran nmpurmMaromedf CTopoHsl MHGOPMEpDYET O pesylIbTaTax
COIJIaCOBaHMA KOMIIETEHTHBI OpraH Hampassnome#d CTopoHsl kKak MUHUMYM 3a 10 IHel mo
NIpeI0IaracMom JaThl BU3HTA.

4. 3ampoc O TpEANoONaraeéMOM BHU3UTE HOJKEH O(GOPMIIATHCS B COOTBEICTBHU C
3aKoHonarenscTBoM Deneparusroii PecyGmuxu Bpaswmm u Poccuiickoit Deniepaiyv 1 BRTIOYATE
CIICIYIOITHE CBEICHHUS:

a) pamunua, MMA, OTYECTBO, JaTa W MECTO POXIEHHsS, TPAXIAHCTBO, HOMEP
NIacTiopTa, POA 3aHATHHY KM JOJDKHOCTh, MECTO PabOoTHl NPHOBIBAIOIIETO JIMIA U CTENEHD
€ro JonycKa K CeKpeTHOH MHbopMaIuw;

b) npeanonaraeMble CpOKH BU3HWTa, HAHMEHOBAHHME H afpec YIOJHOMOYEHHOM
OpraHH3aluy, a TaKxe GaMuIus ¥ XOJDKHOCTD JIMLA, KOTOPHIE IAHHPYETCS TIOCETUTS;

C) LeJIb ¥ OCHOBaHHE BH3HTA, a TAK)KE XapakTep 06CyKIaeMBIX BOIIPOCOB.




5.Bo BpeMs BHM3MT2 TPEACTABHTENH  YNOJHOMOYEHHON  OpraHM3aLMH
Harpasjsiomelf CTOPOHB! BBINOJNHAIOT NpaBHiIa OOpaIleHust ¢ CEKpPETHOH HHbopMaLMeit
mpuHEMaromeit CTOpOHBEI.

Crarba 9 ‘
Hapymenue TpeGoBaHuii No 3ammTe cekpeTHoil mHpopMALMH

. KomnetenTHEBI! opraH ogHodt CTOPOHB He3aMEUTHTENBHO H3Belaercs 06
YCT2HOBIICHHOM YIIOJTHOMOYEHHOH OpraHu3anMeil WM KOMIIETEHTHBIM OPraHoM Apyroi
CTopoHB! HapylueHUH TpeGOBaHMH 110 3aLIUTe CeKpeTHOH MHbOpMalMy, KOTOPOE IPHBENO
WIA MOXXET IPHBECTH K €€ HECaHKIMOHMPOBAHHOMY PACIPOCTPAHEHHIO HIIHM NOCTYIY K
HEH,

2. KoMneTeHTHBIH OpraH, H3BECTHBIIMI O HapyIIEHHH, IIPOBOJUT paccClefOBaHUE
¥ MHGOPMHpPYET KOMIETEHTHBIN opras aApyro# CTOpPOHEI O €ro pesynprarax U MPUHSATHIX
Mepax.

3. llopsanox Bo3MemeHus ymep6a, BO3ZHHKIIETO B pe3yisTaTte HapylleHUs
TpeOOBaHMH MO 3aIIUTE CEKPETHOH MHGOPMAlMH, OTpeaenseTcs B KaxIoM KOHKPETHOM
Cay4a€ MO COINTAaCOBAHHMIO MEXIy YMOJHOMOYEHHBIMH OPraHU3allUsAMH C YYacTHEM B
ciyyae HEOOXOAUMOCTH KOMIIETEHTHEBIX Opranos CTOpOH.

Cratba 10
Pacxoabl

Kaxxnas CTOpOHa CaMOCTOATEIIBHO HECET pacXoldbl B CBSA3U C peannsauneﬁ
Hactoswero CorjameHus.

Crarea 11
Koncyabranuu

KomnerenTHrie OopraHbl B LUCIIX peain3aliy HaCTOALUETrO Comamermx IpoBOIAT
Ino HpOCBGC OAHOrO M3 HUX KOHCYJIbTaWH.

Crarps 12
OTHoOWEeHNE K APYTHM [IOrOBOPEHHOCTAM

[Nonoxenus, xacaroumecs 3alllUTHl CEKPETHOM HHGPOPMALMH, COAEpKAIHecS B
JpYrux COrJIALUCHHAX M JOTOBOPEHHOCTAX Mexnay CropoHamM, a Taoke MexIy
KOMITCTEHTHHIMHA OpraHaMd M YIIOJTHOMOYEHHBIMM opraHu3aimusaMu CTOpOH, MPOZOIDKAIOT
NIPUMEHATHCS, €CJIM OHU HE NPOTHBOPEYAT HOJOXKEHUAM HacTosuero Cornamesus.




Crartbs 13
Paspeinenue cnopos .

1. Jlio6ele crioprl Mexay CTOpOHaMM OTHOCHTENBHO TOJKOBaHMS WM IPUMEHEHUS
nonoxeHuit Hactosmero CornamieHus paspellaroTcs ITyTeM NEPEerOBOPOB M KOHCYINBTALMiA
MEXTYy KOMIIETEHTHHIMH OpraHaMH H B Clydyae HeOOXOOMMOCTH IO AHIUIOMATHYECKUM
KaHaJiaM.

2. B mepuon paspemuenus cnopoB CTOpOHBI NpPONO/DKAIOT BBIOIONHATH BCE CBOHM
o6s3aTenscTBa 0 HacrosuweMy CornaleHH0.

Cratesa 14
M3menenmn

B Hactosmee Cornaumenue MOryT OBITH BHECEHBI H3MEHEHHS [0 B3aHMMHON
MMUCHEMEHHOMH JOTOBOPEHHOCTH CTOpOH.

Crartea 15
3axmoYMTE IHLHBIE MOI0KEHUS

1. Hacrosnuee Cornaiuenye BeTynaeT B CHITy 1o ucreyenuy 30 (tpuguaTte) THEH ¢ aarsl
IONMy4eHUs! IO JUIUIOMATHYECKHM KaHalaM [OCIENHET0 IIMCHMEHHOrO YBEAOMIEHHSI O
BbMOMHeHMM CTOpOHaMH BHYTPUTOCYIApCTBEHHBIX IPOLEAYP, HEOOXOAMMBIX Ui €ro
BCTYILJICHHSA B CHIY.

2. Hacrosiee CornarueHue 3aiiiodaeTcs Ha HEONpeAeIeHHbIN CPOK.

3.Kaxnaa uz CTopoH MOXeT mpeKpaTHTh AeficTBre HacTosliero CornameHus myreM
HalpaBJieHYs 10 AUIUIOMAaTHYECKUM KaHanaMm apyroi CTOpoHe NMUCBMEHHOIO YBEOOMIIEHHS O
CBOEM HaMEpEeHHMM IIpeKpaTHTh €ro Jeiicteue. B 3ToM ciydyae neficTBME HAaCTOSIUETO
CornaiieHla TNpekpaiiaercs Mo HCTeYeHMH 6 (IIecTH) MecsueB C Jarhl MOMYYeHUs TakKoro
YBEIOMJIEHHS. '

4.B cny4yae npekpaineHus nefictBus Hactosumlero CorjameHds B OTHOIICHMM
CeKpeTHOM HHGOpMalMH MPOXOIDKAIOT MPHMMEHSTHCS MEpHI IO €e 3alluTe, MpeXyCMOTPEHHBIE
HacrosupM CoraitiieHueM, X0 TeX IOp IOKa 3Ta uHbopMaims He OyleT paccekpedeHa B
YCTaHOBJICHHOM IIOPSIZIKE. :

CoBepmieno B Mockse aBrycta 2008 roma B ABYX 3K3eMIUIApax, KaXIAsl Ha
NOPTYTaJIbCKOM, PYCCKOM M aHIJIMHCKOM S3BIKAX, NPHYEM BCE TEKCTBI UMEIOT OJUHAKOBYIO
cwry. B ciryyae pasHornacuif B TonkoBasuu Hactosuuiero CornaiteHus NpeaioyTeHue OTIaeTcs
TEKCTY Ha aHI TUNCKOM SI3BbIKE.

3a [IpaBuTeNLCTBO
Poccuiickoit @enepanuu




AGREEMENT BETWEEN THE GOVERNMENT OF THE FEDERATIVE REPUBLIC
OF BRAZIL AND THE GOVERNMENT OF THE RUSSIAN FEDERATION ON
MUTUAL PROTECTION OF CLASSIFIED INFORMATION

The Government of the Federative Republic of Brazil

and

The Government of the Russian Federation
(Hereinafter referred to as “the Parties™),

Recognizing the mutual interest to ensure the protection of classified information
exchanged within the framework of political, military-technical, economic and other cooperation,

in accordance with the respective legislations of the Federative Republic of Brazil and the Russian
Federation.

Have agreed as follows:

Article 1
Definitions

For the purpose of the present Agreement:

a) “Classified Information” means any data, regardiess of its form, protected in
accordance with the respective legislations of the Russian Federation and the
Federative Republic of Brazil, transferred or received under the terms set forth
in the present Agreement, unauthorized access to or dissemination of which

might damage the security or the interests of the Russian Federation or the
Federative Republic of Brazil;

b) “Classified Information Carriers” means material objects, including physical
fields, in which classified information is expressed in the form of symbols, images,
signals, technical solutions, and processes;

¢) “Classification Mark” means the marking, put on a carrier itself or on its

accompanying documentation, showing a level of secrecy of the information
contained in its carrier;




d) “Security Clearance for the Access to Classified Information” means
authorization for access to classified information provided to individuals or
organizations;

e) “Authorized Organizations” means governmental bodies or other organizations

authorized by the Parties to transfer, receive, store, protect and use classified
information;

f) “Contract” means an agreement concluded between authorized organizations
providing for transfer of classified information in the course of cooperation;

g) “Transferring Party” means the Party that transfers classified information to the
other Party;

h) “Receiving Party” means the Party to which classified information is
transferred.
Article 2

Competent Authorities

L. The competent authorities responsible for the implementation of the present
Agreement (hereinafter referred to as “the Competent Authorities*) are as follows:

- in the Federative Republic of Brazil, the Institutional Security Cabinet of the
Presidency of the Federative Republic of Brazil and

- in the Russian Federation, the Federal Security Service of the Russian
Federation.

2. The Parties shall immediately notify each other, through diplomatic channels, of
any changes in their respective competent authorities.

Article 3
Comparability of Levels of Secrecy

The Parties agree that the following levels of secrecy are comparable:

The Federative Republic of Brazil The Russian Federation
SECRETO (Secret) _ Cosepmenno cexperto (Top Secret)
CONFIDENCIAL (Confidential) Cexperno (Secret)

Article 4

Protection of Classified Information

1. The Parties, in accordance with the respective legislations of the Federatlve
Republic of Brazil and the Russian Federation, shall:

a) ensure the protection of classified information;
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b) apply with regard to classified information the same measures of protection as
those applied to their own classified information of comparable level of
secrecy, in accordance with Article 3 of the present Agreement;

c) use the classified information received from an authorized organization of the
other Party solely for the purposes for which it was transferred,

d) not grant access to classified information to a third party without a prior written
consent of the Transferring Party.

2. Access to classified information shall be granted only to those individuals, to

whom the knowledge of this information is necessary to fulfill their service duties for the

purposes of which it was transferred and who have been granted an appropriate security clearance
for access to classified information.

Article 5
Transfer of Classified Information

1. If an authorized organization of a Party intends to transfer classified information to
an authorized organization of the other Party, it shall first request the competent authority of its
own Party for a written confirmation of the other Party’s organization appropriate security
clearance for access to classified information.

2 The competent authority of a Party shall request the competent authority of the
other Party for a written confirmation of that Party’s organization appropriate security clearance
for access to classified information.

3. In every specific case, the decision to transfer classified information shall be made

in accordance with the respective legislation of the Federative Republic of Brazil or the Russian
Federation.

4. Classified information carriers shall be transferred through diplomatic channels or
by other methods agreed upon by the Parties. The authorized organization of the Receiving Party
shall confirm the receipt of classified information.

5. In order to transfer classified information carriers of large volume, the competent

authorities shall agree upon the method and route of transportation, as well as on the form of
escorting.

6. Classified information may be transmitted through protected technical means
agreed upon by the competent authorities of the Parties.

Article 6
Handling of Classified Information

1. After receiving classified information carriers, the authorized organization
responsible for the receipt shall additionally mark them with the classification mark corresponding
to the comparable level of secrecy as defined in Article 3 of the present Agreement.




2. A requirement for classification marking shall apply to the carriers of classified
information resulting from translation, copying or reproduction.

3. The classified information generated on the basis of the classified information

received from the other Party shall have a level of secrecy not inferior to that of the classified
information received. ’

4, Classified information shall be handled in accordance with the requirements

provided for in the respective legislations of the Federative Republic of Brazil and the Russian
Federation.

5. Classified information carriers shall be returned or destroyed with the written
permission of the authorized organization of the Transferring Party.

6. Destruction of classified information carriers shall be documented and the process
of destruction shall exclude any possibility of reproduction or restoration of the information.

7. The authorized organization of the Transferring Party shall be informed in writing
about the return or destruction of classified information carriers.

-~

8. The classification mark of the classified information carriers received may only be

altered by an authorized organization of the Receiving Party with the written permission of an
authorized organization of the Transferring Party.

9. An authorized organization of the Transferring Party shall notify an authorized

- organization of the Receiving Party in writing of any alterations of a level of secrecy of classified

information.

Article 7
Contracts

Contracts concluded by authorized organizations shall include a specific section
containing the following items:

a) alist of classified information and its levels of secrecy;
b) details on protection and handling of classified information carriers;

¢) procedures of settling the disputes related to handling classified information,
that may occur in the course of the implementation of a contract;

d) procedures of reimbursement of a possible damage resulting from unauthorized
dissemination of classified information.
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Article 8
Visits

1. Visits of representatives of an authorized organization of one Party envisaging their
access to the classified information shall be subject to the previous written authorization, granted
by the competent authority of the other Party after consulting the organization to be visited. The

authorization for such a visit shall be granted only to the individuals specified in paragraph 2 of
Article 4 of the present Agreement.

2. A request concerning the possibility of a visit shall be submitted by the competent
authority of the visiting Party to the competent authority of the hosting Party at least 30 days prior
to the proposed date of the visit.

3. The competent authority of the hosting Party shall notify the competent authority

of the visiting Party upon the results of an approval process at least 10 days prior to the proposed
date of a visit. :

4, The request for a proposed visit shall be prepared in accordance with the respective

legislations of the Federative Republic of Brazil and the Russian Federation and shall specify the
following:

a) visitor’s last name, first name, patronymic, date and place of birth, citizenship,
passport number, occupation or official position, place of employment and level
of his/her security clearance for access to classified information;

b) proposed periods of the visit, official name and address of an authorized
organization to be visited, as well as the last name, first name, patronymic and
official position of an individual to be visited;

¢) purpose of and grounds for the visit, as well as the nature of the subjects to be
discussed.

S. During the visit, the representatives of an authorized organization of the visiting
Party shall comply with the rules of handling the classified information of the hosting Party.

Article 9
Violation of Requirements Concerning Protection of Classified Information

1. Any violation of the requirements concerning the protection of classified
information that resulted or might result in unauthorized access to or dissemination of classified
information, identified by an authorized organization or the competent authority of one of the
Parties shall be immediately reported to the competent authority of the other Party.




2. The competent authority of the Party that reported a violation shall conduct an
investigation of the incident and inform the other Party’s competent authority on the results of
such an investigation and the appropriate corrective measures taken.

3. Procedures of reimbursement of the damage resulting from violation of the
requirements concerning the protection of classified information shall be defined in each specific
case, as agreed upon between the authorized organizations and, when necessary, with the
participation of the competent authorities of the Parties.

Article 10
Costs

Each Party shall bear its own costs related to the implementation of the present
Agreement.

Article 11
Consultations

The competent authorities for the purposes of the implementation of the present
Agreement shall hold consultations, when so requested by one of them.

Article 12
Relation to Other Agreements

Provisions concerning the protection of classified information set forth in other
agreements or arrangements concluded between the Parties, as well as between the competent
authorities and authorized organizations of the Parties, shall be applied, provided that they are not
contradictory to the provisions of the present Agreement.

Article 13
Disputes Settlement

1. Any disputes regarding the interpretation and application of the provisions of the
present Agreement that may occur between the Parties, shall be settled by way of negotiations and

consultations between the competent authorities and, when necessary, through diplomatic
channels.

2. While settling disputes, the Parties shall continue to fulfill all their obligations
under the present Agreement.

Article 14
Amendments

The present Agreement may be amended by mutual written consent of the Parties.




Article 15
Final Provisions

1. The present Agreement shall enter into force 30 (thirty) days after the date of
receipt through diplomatic channels of the last written notification of fulfillment by the Parties of
the internal procedures required for its entry into force.

2. The present Agreement shall be valid for an indefinite period.

3. Each of the Parties may terminate the present Agreement by sending to the other
Party, through diplomatic channels, a written notification of the intention to terminate its effect. In

this case, the present Agreement shall be terminated 6 (six) months after the date of the receipt of
such a notification.

4. In case of termination of the present Agreement, the measures of protection of
classified information provided for under the present Agreement shall remain applicable, unless this
information is declassified in accordance with the established procedure.

Done in , on this day of 2008 in two original
copies, in Portuguese, Russian and English each, all being equally authentic. In case of any
discrepancies in the interpretation of the present Agreement, the English text shall prevail.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
FEDERATIVE REPUBLIC RUSSIAN FEDERATION
OF BRAZIL :
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