ACORDO ENTRE O GOVERNO DA REPUBLICA FEDERATIVA DO BRASIL E
O GOVERNO DA REPUBLICA DA ESLOVENIA SOBRE A TROCA E
PROTECAO MUTUA DE INFORMACOES CLASSIFICADAS

O Governo da Republica Federativa do Brasil

0 Governo da Republica da Eslovénia,
doravante conjuntamente denominadas “Partes” ou individualmente como “Parte ",

No interesse da seguranca nacional e com o objetivo de assegurar a protecdo das
Informag8es Classificadas trocadas no 4mbito de tratados ou contratos de cooperagao celebrados
entre eles, seus individuos, 6rgaos credenciados, bem como entidades publicas ou privadas,

Desejando estabelecer um conjunto de regras e procedimentos para a protecio de
Informagdes Classificadas de acordo com as leis e regulamentos nacionais das Partes,

Confirmando que este Acordo n3o afetars os compromissos das Partes decorrentes
de outros acordos internacionais e que ndo serd usado contra os interesses, a seguranca e a
integridade territorial de outros Estados,

Acordaram o seguinte:




ARTIGO 1
OBJETO E ESCOPO DE APLICACAO

Este Acordo estabelece regras e procedimentos para a prote¢do de Informagdes

Classificadas trocadas e geradas no processo de cooperagdo, em respeito aos seus interesses e
seguranga nacionais, entre as Partes, seus individuos, érgdos, agéncias e entidades credenciadas.

ARTIGO 2
DEFINICOES

Para os fins deste Acordo, o termo:

a) Contrato Classificado: significa qualquer contrato ou subcontrato, incluindo as
negociagdes pré-contratuais, entre dois ou mais Contratantes que crie e defina
direitos e obrigagdes executaveis entre eles e contenha ou permita o acesso a
Informagdes Classificadas;

b) Informagdes Classificadas: significa as informaces que sdo protegidas contra
acesso ou divulgagdo ndo autorizados, independentemente de sua forma,
natureza e meio de transmissdo, sdo geradas, classificadas e trocadas entre as
partes de acordo com as respectivas leis e regulamentos das Partes;

c) Autoridade de Seguranga Competente (ASC): significa uma entidade
competente autorizada de acordo com as leis e regulamentos nacionais das
Partes, que € responsavel pela implementacdo dos requisitos de seguranca
cobertos por este Acordo;

d) Comprometimento: designa qualquer forma de uso indevido, dano ou acesso
ndo autorizado, alteragdo, divulgacio ou destruicdo de Informacdes
Classificadas, bem como qualquer outra acio ou omissdo, devido a uma Violacio
de Seguranga, resultando na perda de sua confidencialidade, integridade,
disponibilidade ou autenticidade;

e) Contratante: significa um individuo, agéncia ou entidade com capacidade legal
para celebrar contratos;

f) Certificagdo de Seguranga da Instalagio (CSI): significa uma determinagdo, por
uma ASC das Partes, de que uma entidade publica ou privada, localizada em seu
pais, possui autorizagdo de seguranca e possui medidas de seguranca
apropriadas dentro de uma instalagdo especifica para o Tratamento de
Informagdes Classificadas, de acordo com as leis e regulamentos nacionais;

g) Tratamento da Informag3o Classificada: designa um conjunto de a¢Ses relativas
a produgdo, recepgio, classificac3o, utilizagdo, acesso, reproduco, transporte,
transmissdo, distribui¢do, arquivo, armazenamento, eliminagdo, avaliacdo,
destino ou controle da Informac3o Classificada a qualquer nivel de classificacio;




h) Autoridade Nacional de Seguranca (ANS): designa o 6rgdo estatal definido pela

i)

legislagdo nacional das Partes, que é especialmente autorizado na esfera de
protegdo de Informagdes Classificadas;

“Necessidade de Conhecer”: designa a condigdo pela qual 0 acesso a Informacgdo
Classificada pode ser concedido a um individuo que tenha uma necessidade
verificada de conhecimento ou posse de tal informagdo, para poder
desempenhar func¢des oficiais;

Parte Originadora: a Parte, incluindo quaisquer entidades publicas ou privadas
sob sua jurisdigdo, que divulga Informagdes Classificadas a Parte Receptora;

Credencial de Seguranga Pessoal (CSP): significa uma determinagdo, por uma
ASC de uma Parte, de que um individuo obteve autorizacio de seguranga para o
Tratamento de InformagGes Classificadas, de acordo com suas leis IS
regulamentos nacionais, com base na qual o individuo estd autorizado a ter
acesso e tratar a Informagao Classificada até o nivel definido na autorizacgao;

Parte Receptora: significa a Parte para a qual as Informagdes Classificadas sdo
transmitidas e recebidas, incluindo quaisquer entidades publicas ou privadas sob
sua jurisdigdo;

m)Violagdo de Seguranga: significa uma acdo ou omissdo, intencional ou acidental,

que resulta no real ou possivel Comprometimento de Informagdes Classificadas;

n) Nivel de Classificagdo de Seguranca: significa uma categoria, de acordo com as

0)

p)

leis e regulamentos nacionais das Partes, que caracteriza a importancia da
Informagdo Classificada, o nivel de restricio de acesso a ela e o nivel de sua
protecdo pelas Partes e, também, uma categoria com base nas quais as
informagdes sdo marcadas;

Credenciamento de Seguranga: designa o processo de emiss3o de um CSlou CSP
por um ASC, de acordo com as leis e regulamentos nacionais das Partes;

Terceiro: designa Estados, organizacbes internacionais, governos ou individuos
que representam Orgdos ou organiza¢des estatais, incluindo quaisquer
entidades publicas e privadas, que n3o sejam Partes deste Acordo; e

q) Visita: significa qualquer acesso a entidades publicas e privadas, para efeitos do

presente Acordo, que inclui o Tratamento de Informac&o Classificada.




1. De acordo com as leis e regulamentos nacionais, as Partes concordam que os Niveis
de Classificagdo de Seguranga devem corresponder entre si da seguinte forma e ser considerados

equivalentes:

ARTIGC 3

NIVEIS DE CLASSIFICACAO DE SEGURANCA

NA REPUBLICA DA | NA REPUBLICA FEDERATIVA | NA LINGUA INGLESA
ESLOVENIA DO BRASIL
(Esloveno) (Portugués)
STROGO TAJNO ULTRASSECRETO TOP SECRET
TAINO SECRET
ZAUPNG PECRETO CONFIDENTIAL
INTERNO RESERVADO RESTRICTED
2. A Parte brasileira tratard e protegerd as Informagdes Classificadas da Eslovénia

marcadas como “ZAUPNO” de maneira ndo menos rigorosa do que a assegurada pelas normas e
procedimentos relevantes para as Informacées Classificadas marcadas como “SECRETO”.

3. A Parte Eslovena tratard e protegerd as Informagdes Classificadas Brasileiras
marcadas como “SECRETO” de maneira n3o menos rigorosa do que a assegurada pelas normas e
procedimentos relevantes para as Informacdes Classificadas marcadas como “TAINO”.

4, Qualquer Informag3o Classificada fornecida sob este Acordo deve ser marcada com
o Nivel de Classificagdo de Seguranca apropriado de acordo com as leis e regulamentos nacionais
da Parte Originadora e, quando apropriado, ser prefixado com o nome do pais que possui e
fornece as Informagées Classificadas.

5. As Partes devem marcar todas as Informagdes Classificadas recebidas da outra
Parte com um Nivel de Classificagdo de Seguranca equivalente de acordo com os paragrafos 1, 2

e 3 deste Artigo.

6. As Partes devem notificar-se mutuamente sobre todas as alteragbes de
classificagdo subsequentes as Informagdes Classificadas transmitidas.

7 A Parte Originadora devera:

a) Sem demora, notificar a Parte Receptora sobre quaisquer altera¢des nc Nivel de
Classificagdo de Seguranca das Informagdes Classificadas divulgadas: e

b) Informar a Parte Receptora sobre quaisquer condi¢des de liberacdo ou
limitagSes no uso de Informacées Classificadas.




ARTIGO 4
PROTECAQ DE INFORMAGOES CLASSIFICADAS

1. As Partes devem tomar todas as medidas apropriadas de acordo com suas
respectivas leis e regulamentos nacionais para garantir que o nivel de prote¢do concedido as
Informacdes Classificadas recebidas esteja de acordo com seu Nivel de Classifica¢do de Seguranca
equivalente e garantir que as Informacdes Classificadas sejam marcadas com uma marcacio de
seguranca de classificagdo equivalente, de acordo com os parégrafos 1, 2 e 3 do Artigo 3.

2. Nada neste Acordo prejudicard as leis e regulamentos nacionais das Partes em
relaggo aos direitos dos individuos de obter acesso a documentos publicos cu acesso as
informagbes de carater publico, a protecic de dados pessoais ou a protegdo de Informacdes
Classificadas.

3. De acordo com as leis e regulamentos nacionais, cada Parte deve garantir que
medidas apropriadas sejam implementadas ‘para- a protegdo de informacdes Classificadas
processadas, armazenadas ou transmitidas em sistemas de comunicagdo e informagdo, desde que
seja considerado necessario. Tais medidas devem garantir a confidencialidade, integridade,
- disponibilidade e, quando aplicavel, nde reptdic e autenticidade das Informag@es Classificadas,
bem como um nive! adequado de responsabilidade e rastreabilidade das acoes relacionadas a
..essas informacgdes. :

ARTIGO 5 -
DIVULGACAC E USC DE INFORMAGOES CLASSIFICADAS

i.. 0 . Cada Parte deve garantir que as Informagdes Classificadas fornecidas o trocadas
sob este Acordo ndo sejam:

a) Desclassificadas ou rebaixadas sem o consentimento prévio por ascrito da Parte
Originadora; e

i3} Usadas para fi,n.s diferentes dos 'estabelecidos pela Parte Originagora.

2. , A Parte Receptora ndo deve divuigar ou permitir o acesso z informacdes
Classificadas a Terceiros ou seus nacionais sem o consentimento prévio por escrito da Parte
Originadora. Cada Parte devers, de acordo com seus requisitos constitucionais e legisiacdo
nacional, respeitar c principic do consentimento da Parte Originadora.

ARTIGO 6
ACESSO A INFORMAGAO CLASSIFICADA

i Cada Parte deve assegurar que o acesso 3 Informagdo Classificada seja concedido
cor base no principio da “Necessidade de Conhecer”.
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Cade Parte deve assegurar gua todos os individuos que tém acesso a Informacdes
Classificadas sejary informados de suas responsabilidades para proteger essas informagdes de
acorco com os regulamentos de seguranca apropriados.

3. As Partes assegurarao que o acessc as Informagdes Classificadas seja concedido
apenas a individuos que possuam uma CSP apropriada ou que estejam devidamente autorizados
em virtude de suas funges de acordo com a legislagdo nacional.

4. De acordo com suas leis e regulamentos nacionais, cada Parte deve garantir que
quaiquer entidade scb sua jurisdigdo que possa receber ou gerar Informagdes Classificadas tenha
a devida credencial de seguranga e seja capaz de fornecer protec¢do adequada, conforme previsto
no paragrafo 1 do Artigo 4 deste Acordo, no nivel de segurancga apropriado.

ARTIGO 7
TRADUCAO, REPRODUGAO E DESTRUICAC DE INFORMACAO CLASSIFICADA

1.- -~ - .Todas as tradugdes e reproducdes de Informagdes Classificadas devem conter o
Nive! de Classificagdo de Seguranca apropriado e devem ser protegidas e controladas como o
original pelas Partes em conformidade. - ~

L SR Todas as tradugBes de-Informagdes Classificadas deverdo conter uma anotacdc
~;adequada, no idioma para o gual foram traduzidas, indicando que contém. infarmacgdes
‘ r: . .. . Y

“iClassificadas da Parte Originadora.

v 3, De acordo com o paragrafo 3 do Artigo 6 deste Acordo, os tradutores devem ter
+ jiuma CSP apropriada no Nivel de Classificacdo de Seguranga da Informacdo Classificada a ser
traduzida.

4., As InformagBes Classificadas marcadas como ULTRASSECRETO/STROGO
TAINO/TOP SECRET devem ser traduzidas. ou reproduzidas somente mediante permissdo prévia
por escrito da Parte Originadora. _ - ! “

5. . - O nimero de reprodugdes deve ser limitado ao minimo exigido para fins oficiais e
deve ser feitc apenas por individuos com uma CSP apropriada e uma “Necessidade de Conhecer”.
6. As Informagdes Ciassificadas nao devem ser reproduzidas pela Parte Receptora sem
0 consentimento prévio por escrito da Parte Originadora. —

7. As Informagdes Classificadas recebidas sob este Acordo ndo serdo destruidas.
Quando ndo for mais considerada necessaria pela Parte Receptora, dever3o ser devolvidas 3 Parte
Originadora.

ARTIGO 8
TRANSMISSAO ENTRE AS PARTES
1 As informa¢6es Classificadas seréo transmitidas entre as Partes por via diplomatica
ou conforme acordado pelas Partes.




+-acordo em contrdrio mutuamente aprovado.

=0

2, As Informagbes Classificadas devem ser transmitidas através de sistemas de
comunicacles protegidos, redes ou outros meios eletromagnéticos aprovados por ambas as
Partes. Tais transmissdes devem ser protegidas por meios criptograficos mutuamente aceitos
pelas Autoridades Nacionais de Seguranca de acordo com as leis e regulamentos nacionais.

3 As informagdes Classificadas marcadas como ULTRASSECRETO / STROGO TAINO /
TOP SECRET devem ser enviadas apenas por via diplomatica.

4. A Parte Receptora ndo transmitird Informagdes Classificadas a Terceiros sem 0
consentimento prévio por escrito da ANS ou ASC da Parte Originadora.

5, Se uma Parte desejar transmitir Informacdes Classificadas provenientes da outra
Parte fora dos territdrios das Partes, tais transmissdes estar3o sujeitas ao consentimento prévio
por escrito da ANS ou ASC da Parte Criginadora.

6. No caso de transmissdo de grandes_remessas.contendo informagdes Ciassificadas,
os procedimentos para transporte serdo acordados e avaliados em conjunto, caso a caso, por
ambas as Autoridades Nacionais de Seguranca das Partes.

ARTIGO 9
VISITAS

1. As. Visitas as instalacbes onde as Informagbes Classificadas sdc trstadas ou
armazenadas estardo sujeitas ao consentimento prévio por escrito da ANS da Parte antitria, salvo

o |

2. Um pedido de Visita deve ser submetido 3 ANS da Parte anfitria e deve incluir os
seguintes dados que serdo utilizados apenas para efeitos da Visita:

a} Nome do visitante, data e local de nascimento, nacionalidade e numero da
carteira de identidade/passaporte; '

b} Cargo e fungdo do visitante, bem como o nome e endereco do estabelecimento
onde trabalha;

~¢) Especificagdo do projeto no qua!l o visitante est3 participando;
d) Avalidade e nivel da CSP do visitante;

e) O nome, endereco, nimero de telefone, e-mail e ponto de contato do
estabelecimento a ser visitado:

f} A finalidade da Visita, incluindo a entidade que se pretende visitar e 0 mais
elevado Nivel de Classificacdo de Seguranca da informagdo Classificada
envolvida;




g) A data e a duragdo da Visita. Para Visitas recorrentes, deve ser informado o
periodo total coberto pelas Visitas;

h) Outros dados, desde que acordados pelas Autoridades Nacional de Seguranca; e
i) Data e assinatura.

3. Um pedido de Visita deve ser apresentado pelo menos 30 (trinta) dias antes da data
prevista da Visita, salvo acordo mdtuo entre as Autoridades de Seguranga Competentes.

4. Quaisquer Informagbes Classificadas divulgadas a um visitante devem ser
consideradas como Informagdes Classificadas recebidas sob este Acordo. Um visitante deve
cumprir os regulamentos de seguranca da Parte anfitria.

5. As Visitas serdo autorizadas por uma Parte aos visitantes da outra Parte, somente
se:

a) Possuir CSP valida concedido pelo pais de origem; e

b) Estejam autorizados a receber ou ter acesso a Informacdo Classificada com base
na “Necessidade de Conhecer”.

6. Uma vez autorizada a Visita, a ANS do pais anfitrido devera notificar a ANS do pais
do visitante sobre sua autorizagdo com antecedéncia minima de 10 (dez) dias da data prevista
para a Visita e fornecer cépia do pedido ao estabelecimento a ser visitado.

1 As Autoridades de Seguranga Competentes podem acordar uma lista de visitantes
com direito a Visitas recorrentes. A lista seré valida por um periodo inicial ndo superior a 12 (doze)
meses e poderd ser prorrogada por um periodo adicional de tempo ndo superior a 12 (doze)
meses. A solicitagdo de Visitas recorrentes devera ser apresentada de acordo com o parégrafo 3
deste Artigo. Uma vez aprovada a lista, as Visitas podem ser agendadas diretamente entre os
estabelecimentos envolvidos.

ARTIGO 10
CONTRATOS CLASSIFICADOS RELACIONADOS A ESTE ACORDO

L No caso de Contratos Classificados concluidos e implementados no territério de
uma das Partes, a ANS ou ASC da outra Parte devera obter garantia prévia, por escrito, de que o
Contratante proposto possui uma CSl e as Credenciais de Segurancga Pessoais necessdrias no nivel
apropriado.

2 A Contratada se compromete a:

a) Assegurar que as suas instalacdes dispdem de condigdes adequadas ao
Tratamento de Informag&o Classificada;

b) Ter a CSlI apropriada;

\




¢} Assegurar que todas as pessoas com acesso a informacéo Classificada tenham a
respectiva CSP e seiam informadas da sua responsabilidade na sua protecdo, de
acordo com as Ieis e regulamentos nacionais;

o} N&c divulgar, ou permitir a divuigacao, das informagdes Classificadas a Terceiros
nao expressamente autorizados por escrito pela Parte Originadora; e

e} Permitir inspeges de seguranga as suas instalacdes.

3. Para cada Contrato Classificado adjudicado, a Parte Originadara deverd informar a
Parte Receptora do nivel das Informacgdes Classificadas transmitidas.

4, © Contrato Classificado também deve fornecer estes termos adicionais:

3) Responsabilidade pelo descumprimento dos procedimentos e medidas de
. seguranca aplicaveis a informacde Classificada; =

b) Obrigacdo de informar a ASC sobre. qualquer Violacio de Seguranga ou
Comprometimento de Informagao Classificada; e

¢j Responsabilidade pelos danos resultantes da Violagdc de Seguranga.

5, Cualguer subcontratado deve cumprir 0s mesmos requisitos de seguranga que o
Contratado.

ARTIGO 11
AUTORIDADES NACIONAIS DE SEGURANCA E COOPERAGCAO EM SEGURANCA
1. As Autoridades Nacionais de Seguranga -responsadveis pela implementacio e
supervisdo deste Acordo serdo: : : '

Na Repubilica Fed_eratiya-do Brasil: ) s _
Gabinete de Segurarnga Institucional da Presidéncia da Republica

Na Republica da Eslovénia: , ‘
Escritorio do Governo da Republica da Fslovénia para a Protecdo de Informacdes Classificadas
("Urad Viade Republike Slovenije za varovanje tajnih podatkov”)

2. Cada Parte fornecerd 3 outra Parte og dados de contato necessarios de sua
respactiva ANS por escritc.

3. As Autoridades Nacionais de Seguranca deverdo informar-se mutuamente sobre as
respetivas leis e regulamentos nacionais em vigor que regulam a protecio de Informacdo
Classificada. ‘ :

4. As Autoridades Nacionais de Seguranga deverdo informar-se mutuamente sobre
quaisquer modificacBes que lhes digam respeito ou relativas as Credenciais de Seguranga de
individuos, agéncias e entidades.




5, Visando assegurar uma estreita coopera¢do na implementagdo deste Acordo, as
Autoridades Nacionais de Seguranca poderio ser consultadas sempre que solicitadas por uma
delas.

6. Os representantes da ANS de uma Parte podem visitar os estabelecimentos da ANS
da outra Parte com o intuito de adquirir conhecimento dos procedimentos e medidas de
seguranca aplicdveis as Informacdes Classificadas.

7. As Partes, por meio de suas Autoridades Nacionais de Seguranga, notificar-se-3o,
tempestivamente, sobre qualquer mudanga de titularidade de tais 6rgdos ou transferéncias de
suas competéncias para outros 6rgaos, de acordo com o Artigo 20.

8. Se solicitado, as Partes, por meio de suas Autoridades Nacionais de Seguranca,
tendo em vista as respectivas leis e regulamentos nacionais, colaborardo entre si no curso dos
procedimentos necessarios para a CSP de seus individuos que viveram ou vivem no territério da
cutra parte.

9. As Paites reconhecem mutuamente as Credenciais de Seguranga Pessoais e as
Certificagbes de Seguranga de Instalacdes e devem informar-se prontamente sobre quaisquer
alteragdes nas Credenciais de Seguranga Pessoais e as Certificagbes de Seguranga de Instalacdes
mutuamente reconhecidas.

iG. Para alcangar e manter padrdes de seguranga comparaveis, as Autoridades de
Seguranca Competentes devem, mediante solicitagdo, fornecer informagées sobre suas normas
de seguranca nacionai, procedimentos e praticas para a protecdo de Informacdes Classificadas. Se
necessario, as Autoridades de Seguran¢a Competentes podem realizar reunides regulares.

11. Mediante solicitagdo, as Partes prestario assisténcia mutua nos procedimentos
para obtencdo de Credenciais de Seguranca Pessoais.

ARTIGO 12
ASSISTENCIA PARA PROCEDIMENTOS DE CREDENCIAMENTO DE SEGURANCA

1. Mediante solicitagdo, as Autoridades Nacionais de Seguranga das Partes, levando-
Se em conta suas respectivas leis e regulamentos nacionais, prestardo assisténcia muatua durante
os procedimentos de Credenciamento de Segurancga.

2. As Partes reconhecerio as Credenciais de Seguranga emitidias de acordo com as leis
e regulamentos nacionais da outra Parte.

ARTIGO 13
VIOLAGAO DE SEGURANCA

1. No caso de uma Violagdo de Seguranca relacionadaa Informagdes Classificadas qgue
envolva as Partes deste Acordo, a ANS da Parte onde ocorreu a Violagdo de Seguranga devera
informar imediatamente a ANS da outra Parte.




2 Quando a Viotagiu de Seguranca ocorrer em um Terceiro, a ANS da Parte
Originadora informard a ANS da cutra Parte, ¢ mais rapido possivel, e garantird 2 devida“
investigacdo.

3 A Parte competente deve tomar todas as medidas de acordo com as leis e
regularentos nacionais para iimitar as consequéncias da violagdo referida no paragrafo 1 deste
Artigo e prevenir novas violagSes. A pedido, a outra Parte prestara assisténcia adequada; sera
informada do resultado do processc e das medidas tomadas devido 3 violagao.

4. A Parte onde ocorreu a Violacdo de Seguranca devers investigar ou acompanhar a
investigacdo do incidente e, ao final, informar imediatamente a outra Parte sobre o resultado da
investigacdo e as medidas corretivas aplicadas.

5. A outra Parte dever3, se necessario, cooperar na investigacdo.

ARTIGO 14
CUSTOS

S Cada Parte arcard com seus préprios custos incorridos pela implementacdo e
supervisio de todos os aspectos deste Acordo.

ARTIGO 15
RESOLUCAG DE DIVERGENCIAS

i Qualquer divergéncia que surja entre as Partes sobre - a interpretagdo ou
implementacdo deste Acordo, ou qualquer assunto relacionado, sera resolvida por meio de
consultas e negociacdes entre as Partes por via diplomatica.

2. , Durante o periodo de resolugdo da divergéncia, as Partes continuardo a cumprir
todas as suas obrigacdes decorrentes do presente Acordc.

ARTIGO i6
COMUNICACAO

Todas as comunicagées entre as Partes relacionadas 3 impiementacédo deste Acordo
serdo feitas por escrito, em inglés. :

ARTIGO 17
ENTRADA EM VIGOR

Este Acordo entrard em vigor no primeiro dia do segundo més apos o recebimento
da dltima notificagéo, pela qual as Partes tenham informado uma 3 outra, por via diplomatica, que
seus requisitos legais internos necessarios para sua entrada em vigor foram cumpridos.




ARTIGD i8

ALTERACOES
1. Este Acordo pode ser alterado 2 qualquer momento, por ascrito, por
consentimento mutus das Partes.
2. As emendas entrardo em vigor nos termos do Artigo 17 deste Acordo.
ARTIGO 19

VALIDADE E RESCISAO
1. £ste Acordo permanecera em vigor por tempo indeterminado.

2. Qualquer Parte pode, a qualquer momento, rescindir este Acordc mediante
notificacdo por escrito a outra Parte. :

3. A rescisdo deverd ser notificada por escrito pelos canais diplomaticos € entrara em
vigor 6 (seis) meses apds a data em que a outra Parte tiver recebido a notificacdo de rescisdo.

4. Em caso de rescisdo, quaisguer informagdes Classificadas trocadas de acordo com
este Acorde continuardo a ser protegidas de acordo com as disposi¢des aqui estabelecidas, a
menos que a Parte Originadora isente a Parte Receptora dessa obrigacio.

ARTIGO 20
DISPOSICOES FINAIS

1. As Partes devem notificar imediatamente uma a outra sobre quaisquer alteracdes
em suas respectivas leis e regulamentos nacionais que afetem a protegao de Informacdes
Classificadas divulgadas sob este Acordo. No caso de tais alteragdes, as Partes deverio consultar-
se para considerar possiveis alteragdes a este Acordo. Enquanto isso, as informaces Classificadas
continuardc a ser protegidas conforme descrito neste documento, a menos que solicitado de
outra forma por escrito pela Parte Originadora. :

2 Apo6s a entrada em vigor deste Acordo, a Parte em cujo territério o Acordo for
concluido tomara medidas imediatas para que o Acordo seja registrade pelo Secretariado das
Na¢des Unidas de acordo com o Artigo 102 da Carta das Nacdes Unidas. A outra Parte serd
notificada do registro e do niimero de registro na Série de Tratados das Nagbes Unidas assim que
0 Secretariado das Nagdes Unidas notificar que o Acordo foi registrado.




Feito em }29 oé.z_ (/>h_g/ugp

sem_ L)L

de abril de 2023, em

dois exemplares originais, cada um nog/ idiomas portugues asloveno e inglés, sendo todos os
textos igualmente auténticos. Em caso de divergéncias de interpretagao, prevalecerd o texto em

inglés.

E€m fe do que, os abaixo assinados devidamente autorizados para o =feito,

assinaram o presente Acordo.

PELO GOVERNO DA REPUBLICA FEDERATIVA

PELO GOYERNO DA REPUBLICA DA

DO BRASIL ESLOVENIA
‘ONCALVES DIAS MARJAN SAREC T

efe do Gabinete de
/guranra | 3t| ucaoral da Presidéncia da

Ministro da Dejesa




AGREEMENT BETWEEN THE GOVERNMENT OF THE FEDERATIVE REPUBLIC OF
BRAZIL AND THE GOVERNMENT OF THE REPUBLIC OF SLOVENIA ON THE
EXCHANGE AND MUTUAL PROTECTION OF CLASSIFIED INFORMATION

The Government of the Federative Republic of Brazil
and

the Government of the Republic of Slovenia,
hereinafter jointly referred to as the “Parties” or individually as a “Party”,

In the interest of national security and for the purpose of ensuring the protection
of Classified Information exchanged within the sphere of cooperation treaties or contracts entered
into between them, their accredited individuals, bodies, as well as public or private entities,

Wishing to establish a set of rules and procedures for the protection of Classified
Information in accordance with the national laws and regulations of the Parties,

Confirming that this Agreement shall not affect the commitments of the Parties
which stem from other international agreements and that it shall not be used against the interests,
security, and territorial integrity of other States,

Have agreed as follows:




ARTICLE 1
OBJECT AND SCOPE OF APPLICATION

This Agreement establishes rules and procedures for the protection of Classified Information
exchanged and generated in the process of cooperation, in respect of their national interests and
security, between the Parties, their accredited individuals, bodies, agencies and entities.

ARTICLE 2
DEFINITIONS

For the purpose of this Agreement, the term:

a) Classified Contract: means any contract or sub-contract including the pre-
contractual negotiations, between two or more Contractors that creates and
defines enforceable rights and obligations between them and contains or allows
access to Classified Information;

b) Classified Information: means the information, regardless of its form, nature,
and means of transmission, determined in accordance with the respective laws
and regulations of the Parties, protected against unauthorized access or
disclosure, which has been classified and is exchanged between, or generated
by the Parties;

c) Competent Security Authority (CSA): means a competent entity authorized in
accordance with the national laws and regulations of the Parties which is
responsible for implementing the security requirements covered by this
Agreement;

d) Compromise: designates any form of misuse, damage or unauthorized access,
alteration, disclosure, or destruction of Classified Information, as well as any
other action or omission, due to a Security Breach, resulting in loss of its
confidentiality, integrity, availability, or authenticity;

e) Contractor: means an individual, agency or entity possessing the legal capacity
to conclude contracts;

f) Facility Security Clearance (FSC): means a determination by a CSA of a Party that
a public or private entity located in its country is security cleared and has in place
appropriate security measures within a specific facility for the Handling of
Classified Information, in accordance with the national laws and regulations;

g) Handling of Classified Information: designates a set of actions relating to
production, reception, classification, use, access, reproduction, transportation,
transmission, distribution, archiving, storage, disposal, evaluation, destination,
or control of Classified Information at any classification level;
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h) National Security Authority (NSA): designates the state body defined by the
national legislation of the Parties which is specially authorized in the sphere of
protection of Classified Information;

i) “Need to know”: designates the condition by which access to Classified
information may be granted to an individual who has a verified requirement for
knowledge of or possession of such information in order to be able to perform
official duties and tasks;

i) Originating Party: the Party, including any public or private entities under its
jurisdiction, which releases Classified Information to the Receiving Party;

k) Personnel Security Clearance (PSC): means a determination by a CSA of a Party
that an individual has been security cleared for the Handling of Classified
Information, in accordance with its national laws and regulations, on the basis of
which the individual is authorized to have access to and handle Classified
Information up to the levei defined in the clearance;

I} Receiving Party: means a Party, including any public or private entities under its
jurisdiction, to which Classified Information is transmitted and received;

m)Security Breach: means an action or omission, whether intentional or accidental,
which results in the actual or possible Compromise of Classified Information;

n) Security Classification Level: Means a category, in accordance with the nationai
laws and regulations of the Parties, which characterizes the importance of
Classified Information, the level of restriction of access to it and the levei of its
protection by the Parties, and also a category on the basis of which information
is marked; : :

0) Security Clearance: designates the process for issuing a FSC or PSC by a CSA, in
accordance with the national laws and regulations of the Parties:

p} Third Party: designates States, international organizations, governments or
individuals representing state bodies or organizations, including any public and
private entities, which are not Parties to this Agreement; and

q) Visit: means any access to public énd private entities, for the purpose of this
Agreement, which includes the Handling of Classified Information.




ARTICLE 3
SECURITY CLASSIFICATION LEVELS

1. In accordance with the national laws and regulations, the Parties agree that the
Security Classification Levels shall correspond to one another as follows and be considered as
equivalent: ' ]
W“THE REPUBLIC  OF | IN THE FEDERATIVE REPUBLIC | IN THE ENGLISH LANGUAGE
SLOVENIA OF BRAZIL
(Slovenian) (Portuguese) o . s o -
| STROGO TAINO ULTRASSECRETO TOP SECRET 1
TAINO SECRET
(zAlPNO SeuiRIE » CONFIDENTIAL T
[INTERNO RESERVADO . |RESTRICTED ]
2, The Brazilian Party will handle and protect Slovenian Classified Information marked

as “ZAUPNO” in a manner not less stringent than that ensured by standards and procedures
relevant for Classified Information marked as “SECRETO”.

3.

as “SECRETO” in a manner not less stringent than that ensured by standards and procedures
relevant for Classified Information marked as “TAINO”.

. the Originating Paf‘ty and, where appropriate, be prefixed with the name of the country owning

Q

J.

with an equivalent Security Classification Level in accordance with paragraphs 1, 2 and 3 of this

Article.

6.

the transmitted Classified Information.

7

The Slovenian Party will handle and protect Brazilian Classified information marked

The Parties shall mark all the Classified Information received from the other Party

The Parties shali notify each other about all subsequent classification alterations to

The Originating Party shall:

a) Without delay, notify the Receiving Party of any changes to the Security
Classification Level of the released Classified Information; and

b) Inform the Receiving Party of any conditions of release or iimitations on the use
of Classified Information.




ARTICLE 4
PROTECTION OF CLASSIFIED INFORMATION

1. The Parties shall take all appropriate measures in accordance with their respective
national faws and regulations to ensure that the level of protection granted to Classified
information received shall be in accordance with thejr equivalent Security Classification Level and
ensure that the Classified Information is marked with an equivalent security classification marking
in accordance with paragraphs 1, 2 and 3 of Article 3.

2. Nothing in this Agreement shall cause prejudice to the national laws and regulations
of the Parties regarding the rights of individuals to obtain access to public documents or access to
information of public character, the protection of personal data or the protection of Classified
Information,

3. in accordance with national laws and regulations, each Party shall ensure that
apgropriate measures are implemented for the protection of Classified information processed,
stered, or transmitted in communication and information systems as long as it is deemed
necessary. Such measures shall ensure the confidentiality, integrity. availability and, where
applicable, non-repudiation and authenticity of Classified Information, as well as an appropriate
level of accountability and traceability of actions in relation to that information.

ARTICLE 5
DISCLOSURE AND USE OF CLASSIFIED INFORMATION

L : Each Party shall ensure that Classified Information provided or exchanged under
:this Agreement is not:

a) Declassified or downgraded without the prior written consent of the Originating
Party; and

9) Used for purposes other than those established by the Originating Party.

2. The Receiving Party shall not release or allow access to Classified Information to a

ARTICLE 6
ACCESS TO CLASSIFIED INFORMATION

1. Each Party shall ensure that access to Classified Information is granted based on the
principle of “Need to know”.
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2. Each Party shall ensure that all individuals who are granted access to Classified
Information are informed of their responsibilities to protect such information in accordance with
the appropriate security regulations.

3. The Parties shall ensure that access to Classified Information is granted only to
individuals who hold an appropriate PSC or who are otherwise duly authorized by virtue of their
functions in accordance with national legislation.

4. In accordance with its national laws and regulations, each Party shall ensure that
any entity under its jurisdiction that may receive or generate Ciassified Information is
appropriately security cleared and is capable of providing suitable protection, as provided for in
paragraph 1 of Article 4 of this Agreement, at the appropriate security level,

ARTICLE 7
TRANSLATION, REPRODUCTION AND DESTRUCTION OF CLASSIFIED INFORMATION

1 All' translations and reproductions of Classified Information shall bear the
appropriate Security Classification Level and shall be protected and controlled as the original by
the Parties accordingly.

2. All translations of Classified Information shall contain a suitable annotation, in the
language to which they were translated, indicating that they contain Classified Information of the
Originating Party.

3. in accordance with paragraph 3 of Article 6 of this Agreement the translators must
have an appropriate PSC at Security Classification Level of the Classified Information to be
transiated.

4. Classified Information marked as ULTRASSECRETO / STROGO TAJNO / TOP SECRET
shall be translated or reproduced only upon prior written permission of the Originating Party.

5. The number of reproductions shall be limited to the minimum required for an
official purpose and shall be made only by individuals with an appropriate PSC and a “Need to
know”

6. Classified Information shall not be reproduced by the Receiving Party without the
prior written consent of the Originating Party.

7. Classified Information received under this Agreement shall not be destroyed. When
it is no longer considered necessary by the Receiving Party it shall be returned to the Originating

ARTICLE 8
TRANSMISSION BETWEEN THE PARTIES

1. The Classified Information shall be transmitted between the Parties through
diplomatic channels or as otherwise agreed by the Parties.
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2. The Classified Information must be transritted through protected communications
systems, networks, or other electromagnetic media approved by both Parties. Such transmissions
shail be protected by cryptographic means that are mutually accepted by the National Security
Authorities in accordance with the national laws and regulations.

3. Classified Information marked as ULTRASSECRETO / STROGO TAJND / TOP SECRET
shail be sent only through diplomatic channels,

4. The Receiving Party shall not transmit Classified Information to a Third Party
without the prior written consent of the NSA or CSA of the Originating Party.

3 If a Party wishes to transmit Classified Information originating from the other Party
outside the territories of the Parties, such transmissions shall be subject to the prior written
censent of the NSA or CSA of the Originating Party.

6. in case of transmission of large consignment containing Classified ‘Information,

procedures for transport shali be jointly agreed and evaluated, on a case-by-case basis, by both
National Security Authorities of the Parties.

ARTICLE 9
VISITS

1. o Visits to facilities where Classified:Information is handled or stored shali be subject
to prior written consent by the NSA of the host Farty, unless otherwise mutually approved.

2, - - A request for a Visit shall be submitted to the NSA of the host Party and shall include
the following data that shall be used for the purpose of the Visit only:

a) The visitor's name, date and piace of birth, nationality, and identification
card/passport number; :

b} Position and function of the visitor as well as the name and address of the facility
where he/she is employed;

¢) Specification of the project in which the visitor is participating;
d) The validity and level of the visitor's PSC;

e) The name, address, phone number, e-mail, and point of contact of the facility to
be visited; .

- f) The purpose of the Visit, including the entity that they intend to visit and the
highest Security Classification Level of Classified Information involved;




g) he date and duration of tne Visit. For recurring Visits, the total period covered
by the Visits shalil be stated:

h) Other data, if agreed upon by the National Security Authorities; and
i) Date and signature.

3. A request for a Visit shall be submitted at least 30 (thirty) days prior to the expected
date of the Visit unless otherwise mutually agreed by the Competent Security Authorities.

4, Any Classified Information released to a visitor shall be considered as Classified
Information received under this Agreement. A visitor shall comply with the security regulations of
the host Party.

5. The Visits shall be authorized by one Party to the visitors of the other Party, oniy if
those: BT ;- o o I :

a) Have a valid PSC granted by their country of origin; and

b} Are authorized to receive or have access to the Classified Information as per the
“Need to know” basis.
i Once the Visit is authorized, the NSA of the host country shall notify the NSA of the
- visitor’s country about its authorization with a minimum notice of 10 (ten) days prior tc the
. expected date of the Visit and supply a copy of the request to the entity to be visited.

7. The Cempetent Security Authorities may agree on a list. of visitors entitled to
recurring Visits. The list shall be valid for an initial period not exceeding 12 (twelve) months and
' may be extended for a further period of time not exceeding 12 (twelve) months. A request for
recurring Visits shall be submitted in accordance with paragraph 3 of this Article. Once the list has
been approved, Visits may be arranged directly between the facilities involved.

: ARTICLE 10 :
- CLASSIFIED CONTRACTS RELATED TO THIS AGREEMENT .
1. In case of Classified Contracts concluded and implemented in the territory of one
of the Parties, the NSA or CSA of the other Party shall obtain prior written assurance that the
proposed Contractor holds a FSC and the necessary Personnel Security Clearances at the
appropriate levei.

2. The Contractor commits itself to:

a) Ensure that its premises have adequate conditions for the Handling of Classified
information;

b) Have the appropriate FSC:

\
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c} Ensure that all persons with access to Classified Information have the
appropriate PSC and are informed of their responsibility towards its protection,
in accordance with national iaws and regulations;

d) Noi disclose, or permit the disclosure of, the Classifiad information to a Third
Party not expressly authorized in writing by the Originating Party; and

e} Allow security inspections of their premises.

3. For each Classified Contract awarded, the Originating Party shall inform the
Receiving Party of the level of the Ciassified Information transmitted.

4, The Classified Contract must alse provide these additional terms:

a) liability for the non-compliance witk the security procedures and measures
applicable to the Classified Information;

hj D'bligation to inform the CSA of any Security Breach or Compromise of Classified
Infermation; and

¢) tiability for the damage resulting from Security Breach.

5. Any subcontractor must fulfill the same security requirements as the Contractor.
) ARTICLE 11 : _
NATIONAL SECURITY AUTHORITIES AND SECURITY COOPERATION
1. The National Security Authorities responsible for the implementation and

~ supervision of this Agreement shali be:

In the Federative Republic of Brazil: ,
Institutional Security Cabinet of the Presidency of the Republic
(“Gabinete de Seguranga Institucional da Presidéncia da Republica”)
In the Republic of Slovenia: . .=

The Office of the Government of the Republic of 5lovenia for the Protection of Classified
Information '

(“Urad Vlade Republike Slovenije za varovanje tajnih podatkov”)

2, Each Party shall provide the other Party with the necessary contact data of their
respective NSA in writing.

3. The National Security Authorities shall inform each other about their respective
national laws and regulations in effect that regulate the protection of Classified Information.

4. The National Security Authorities shall inform each other about any modifications
concerning them or regarding the Security Clearances of individuals, agencies, and entities.
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5. Aiming at ensuring a close cooperation in the implementation of this Agreement,
the National Security Authorities may be consulted whenever it is requested by one of them.

6. Representatives of the NSA of one Party may visit the establishments of the NSA of
the other Party with the intent of acquiring knowledge of security procedures and measures
applicable to Classified Information.

7. The Parties, through their National Security Authorities, shall notify each other, in
time, about any changes in the title of such bodies or transfers of its competences to other bodies
in accordance with Article 20.

8. If requested, the Parties, through their National Security Authorities, bearing in
mind the respective national laws and regulations, shall collaborate with each other in the course
of the necessary procedures for the PSC of their individuals that have lived or live in the territory
of the other Party.

9. The Parties mutualily recognize each other’s Personnel Security Clearances and
Facility Security Clearances and shall promptly inform each other about any changes in mutually
recognized Personnel Security Clearances and Facility Security Clearances.

10. To achieve and maintain comparable standards of security, the Competent Security
Authorities shall, on request, provide each other with information about their national security
'standards, procedures, and practices for the protection of Classified Information. If required, the
Competent Security Authorities may conduct regular meetings.

11. Upon request, the Parties shall provide mutual assistance in procedures for
obtaining Personnel Security Clearances.

ARTICLE 12
ASSISTANCE FOR SECURITY CLEARANCE PROCEDURES

1. On request, the National Security Authorities of the Parties, taking into account
their respective national laws and regulations, shall assist each other during the Security Clearance
procedures.

2. The Parties shall recognize Security Clearances issued in accordance with national
laws and regulations of the other Party.

ARTICLE 13
SECURITY BREACH

all In case of a Security Breach related to Classified Information that involves the
Parties of this Agreement, the NSA of the Party where the Security Breach occurred shall
immediately inform the NSA of the other Party.




2. When the Security Breach has occurred in a Third Party, the NSA of the Originating
Party siail inform the NSA of the other Party, as soon as possible, and ensure the appropriate
investigation.

3 The competent Party shall undertake alf measures in accerdance with the national
faws and regulations so as to limit the consequences of the breach referred to in paragraph 1 of
this Article and to prevent further breaches. On request, the other Party shali provide appropriate
assistance, it shall be informed of the outcome of the proceedings and the measures undertaken
due to the breach.

4. : The Party where the Security Breach happened shall investigate or accompany the
investigation of the incident and, at the end, immediately inform the other Party about the result
of the investigation and the applied corrective measures.

< The other Party shall, if required, co-operate in the investigation.

ARTICLE 14
COSTS

T . Each Party shall bear its own costs incurred by the. implementation and supervision
of all aspects of this Agreement. TR - :

ARTICLE 15
DISPUTE RESOLUTION
1. _ Any dispute that shouid arise between the Parties regarding the internretation or
implementation of this Agreement, or any related matter, shall be resoivad by consultations and
negotiations between the Parties through diplomatic channels,

Z. : Duriﬂg'the period of resolution of the dispute, the Parties shall continue to fulfil! all
of their obligations under this Agreement. "

~_ARTICLE 16
COMMUNICATION

All communication between the Parties related to the implementation of this
Agreement shall be made in writing, in English. ,

ARTICLE 17
ENTRY INTO FORCE

This Agreement shall enter into force the first day of the second month after the
receipt of the last notification, by which the Parties have informed each other, through diplomatic

channels, that their internal legal requirements necessary for its entry into force were complied
with. ’




ARTICLE 18
AMENDMENTS
1. This Agreement may be amended at any time, in writing, by mutual consent of the
Parties.
2 The amendments shall enter into force in accordance with the terms of Article 17
of this Agreement.
ARTICLE 19

VALIDITY AND TERMINATION

1. This Agreement shall remain in force indefinitely.

2. Any Party may, at any time, terminate this Agreement by written notification to the
other Party.

3. The termination must be notified in writing through diplomatic channels and shall

come into effect 6 {six) months after the date on which the other Party has received the
termination notice.

4, in case of termination, any Classified Information exchanged according to this
Agreement shall continue to be protected in accordance with the provisions set out herein, unless
the Originating Party exempts the Receiving Party from that obligation.

ARTICLE 20
FINAL PROVISIONS

1. The Parties shall promptly notify each other of any changes to its respective
national laws and regulations that affect the protection of Classified Information released under
this Agreement. In the event of such changes, the Parties shall consult to consider possibie
changes to this Agreement. In the meantime, the Classified Information shall continue to be
protected as described herein, unless otherwise requested by the Originating Party in writing.

2. After the entry into force of this Agreement, the Party in whose territory the
Agreement is concluded shall take immediate measures to have the Agreement registered by the
Secretariat of the United Nations in accordance with Article 102 of the United Nations Charter.
The other Party shall be notified of the registration and of the registration number in the United
Nations Treaty Series as soon as the Secretariat of the United Nations has notified that the
Agreement had been registered.




Done in Qip o[z. 2\~ ,on 1) April 2023, in two
originals, each in the Portuguese, Slgvenian and English languages, all texts being equally
authentic. In case of divergences of interpretation, the English text shall prevail.

In witness whereof, the undersigned, duly authorised to this effect, have signed this
Agreement.

FORTHE GOVERNMENT OF THE FEDERATIVE FOR THE GOVERNMENT OF THE
REPUBLIC OF BRAZIL. REPUBLIC OF SLOVENIA

MARJAN SAREC
Ministry of Defense

net of the Presidency of the
Republic




SPORAZUM MED VLADO FEDERATIVNE REPUBLIKE BRAZILIJE IN VLADO REPUBLIKE
SLOVENUE O IZMENJAVI IN MEDSEBOJNEM VAROVANJU TAJNIH PODATKOV

Vlada Federativne Republike Brazilije

in

Vlada Republike Slovenije,
v nadaljnjem besedilu: skupaj »pogodbenici« ali posami¢no »pogodbenicac, sta se

zaradi drzavne varnosti in zagotavljanja varovanja tajnih podatkov, izmenjanih v okviru
mednarodnih pogodb ali pogodb o sodelovanju, sklenjenih med njima, njunimi pooblaséenimi

posamezniki, organi in javnimi ali zasebnimi subjekti;

v zelji, da dolocita pravila in postopke za varovanje tajnih podatkov v skladu z notranjimi

zakoni in drugimi predpisi pogodbenic;

ob potrditvi, da sporazum ne vpliva na obveznosti pogodbenic, ki izhajajo iz drugih
mednarodnih sporazumov, in se ne uporablja v nasprotju z interesi, varnostjo in ozemeljsko

celovitostjo drugih drzayv,

dogovorili:




1. CLEN

NAMEN IN PODROCJE UPORABE

Sporazum dolo¢a pravila in postopke za varovanje tajnih podatkov, ki jih pogodbenici, njuni
poobla3teni posamezniki, organi, agencije in subjekti izmenjajo ter nastanejo pri sodelovaniju v zvezi

Z njunimi drzavnimi interesi in varnostjo.

2. CLEN
POMEN IZRAZOV

V tem sporazumu izrazi pomenijo:

a) pogodba s tajnimi podatki: pogodba ali podizvajalska pogodba, vkiju¢no s pogajaniji pred
sklenitvijo pogodbe, med dvema izvajalcema ali ve& izvajalci, ki daje in dolo¢a izvriljive pravice ter

obveznosti med njimi in vsebuje tajne podatke ali dovoljuje dostop do njih;

b} tajni podatek: podatek, ki je ne glede na svojo obliko, naravo in nacin prenosa doloc¢en v
skiadu z zakoni in drugimi predpisi obeh pogodbenic, zas¢iten pred nepoobladéenim dostopom ali

razkritjem, je bil oznacen kot tajen in ga pogodbenici izmenjata ali pri njiju nastane;

) pristojni varnostni organ: pristojni subjekt, ki je pooblaséen v skladu z notranjimi zakoni in

drugimi predpisi pogodbenic ter je odgovoren za izvajanje varnostnih zahtev po sporazumu;

d) ogroZanje: vsaka oblika zlorabe, pogkodbe tajnih podatkov ali nepooblai¢enega dostopa do
njih, njihovega spreminjanja, razkritja ali uniCenja in vsako drugo dejanje ali opustitev dejanja, ki
zaradi krsitve varovanja tajnosti privede do izgube tajnosti, celovitosti, razpolozljivosti ali

verodostojnosti tajnih podatkov;
e) izvajalec: posameznik, agencija ali subjekt s pravno sposobnostjo za sklepanje pogodb:

f) varnostno dovoljenje organizacije: opredelitev pristojnega varnostnega organa
pogodbenice, da je javni ali zasebni subjekt, ki je v njeni drZavi, varnostno preverjen in ima
vzpostavljene ustrezne varnostne ukrepe v posebnem prostoru za obravnavanje tajnih podatkov v

skladu z notranjimi zakoni in drugimi predpisi;

g) obravnavanje tajnih podatkov: skupek dejanj v zvezi z ustvarjanjem, prejemanjem,




dolocanjem tajnosti, uporabo tajnih podatkov katere koli stopnje tajnesti, dostopom do njih,
njihovim razmnoZevanjem, prevozom, prenosom, distribucijo, arhiviranjem, hrambo, unicenjem,

vrednotenjem, namembnostjo ali nadzorom nad njimi;

h) nacionalni varnostni organ: drzavni organ, opredeljen v notranji zakonodaji pogodbenic, ki

je posebej pooblaicen na podrogju varovanja tajnih podatkov;

i) potreba po seznanitvi: naelo, po katerem se posamezniku, ki ima preverjeno potrebo, da
se s tajnimi podatki seznani ali jih ima za opravljanje svojih uradnih dolZnosti in nalog, lahko dovoli

dostop do tajnih podatkov;

i) pogodbenica izvora: pogodbenica, vkljuéno z javnimi ali zasebnimi subjekti v njeni

pristojnosti, ki daje tajne podatke pogodbenici prejemnici;

k) dovoljenje za dostop do tajnih podatkov: - ugotovitev pristojnega varnostnega organa
pogodbenice, da je posameznik varnostno preverjen za obravnavanje tajnih podatkov v sklady z
nienimi notranjimi zakoni in drugimi predpisi, na podlagi katere je ta posameznik pooblaicen za

dostop do tajnih podatkov do stopnje tajnosti, navedene v dovoljenju, in za ravnanje z njimi;

l}.»+:. pogodbenica prejemnica: pogodbenica, vkljuéno z javnimi ali zasebnimi subjekti v njeni

pristojnosti, ki se ji posljejo tajni podatki in prejme tajne podatke;

m) krditev varovanja tajnosti: namerno ali nenamerno dejanje ali opustitev dejanja, ki dejansko

ogrozi aii bi lahko ogroziia tajne podatke;

n) stopnja tajnosti. v skladu z notranjimi zakoni: in drugimi predpisi pogodbenic doloca
pomembnost tajnih podatkov, stopnjo omejitve dostopa do njih in stopnjo varovanja, ki jo

zagotavljata pogodbenici, in je tudi stopnja, na podlagi katere so podatki oznaéeni:

0) varnostno preverjanje: postopek, v katerem pristojni varnostni organ izda varnostno
dovoljenje organizacije ali dovoljenje za dostop do tajnih podatkov v skladu z notranjimi zakoni in

drugimi predpisi pogodbenic;

p) tretja stran: drzava, mednarodna organizacija, vlada ali posameznik, ki predstavlja drzavni

organ ali organizacijo, vkljuéno z javnimi in zasebnimi subjekti, ki ni pogodbenik sporazuma, in

a) obisk: vsak dostop do javnih in zasebnih subjektov za namene sporazuma, ki vkljucuje

obravnavanje tajnih podatkov.




3. CLEN
STOPNJE TAINOSTI

1. Pogodbenici v skladu z notranjimi zakoni in drugimi predpisi sogladata, da si naslednje

stopnje tajnosti ustrezajo in so si enakovredne:

V FEDERATIVNI REPUBLIKI V ANGLESKEM JEZIKU
V REPUBLIKI SLOVENUI
BRAZILII
{slovenécina)
(portugalséina)

STROGO TAINO ULTRASSECREATO TOP SECRET

TAING SECRET
] SECRETO L
ZAUPNO CONFIDENTIAL
" INTERNO  RESERVADO RESTRICTED
2..»  Brazilska pogodbenica bo obravnavala in varovala slovenske tajne podatke stopnje tajnosti

»ZAUPNO« na nacin, ki ni manj strog od tistega, ki ga zagotavljajo standardi in postopki za tajne

podatke stopnje tajnosti »SECRETO«.

3. Slovenska pogodbenica bo obravnavala in varovala brazilske tajne podatke stopnje tajnosti
»SECRETO« na nacin, ki ni manj strog od tistega, ki ga zagotavljajo standardi in postopkl z2 rajne

podatke stopnje tajnosti »TAJNO«

4, Tajni podatki, dani na podiagi sporazuma, so oznaceni z ustrezno stopnjo tajnosti v skladu z
notranjimi zakoni in drugimi predpisi pogodbenice izvora, pred njo pa je po potrebi navedeno ime

drZave, ki je lastnica tajnih podatkov in jih zagotavija.

B. Pogodbenici vse tajne podatke, ki jih prejmeta druga od druge, oznatita z enakovredno

stopnjo tajnosti v skladu s prvim, drugim in tretjim odstavkom tega ¢lena.

6. Pogodbenici se uradno obveséata o vseh nadaljnjih spremembah stopenj tajnosti poslanih

tajnih podatkov.




~Jd

Pogodbenica izvora:

a) brez cdlasanja uradno obvesti pogodbenico prejemnico o vsaki spremembi stopnje

tajnosti danih tajnih podatkov in

bj obvesti pogodbenico prejemnico o pogojih za dajanje tajnih podatkov ali o omejitvah

nri njihovi uporabi.

4. CLEN
VARCVANIJE TAINIH PODATKOV

1. Pogodbenici sprejmeta vse ustrezne ukrepe v skladu s svojimi notranjimi zakoni in drugimi
predpisj, da za_gotovita prejetim tajnim podatkom stopnjo varovanja v skiadu s svojo enakovredno
stopnjo tajnc,stl in zagof:)wta da so tajni podatki oznacem z enakovredno sfopmo rajnostI v skladu

s prvim, dn,gxm in treqlm odstavkom 3z clena

251, Ni€ v sporazumu ne posega v notranje zakone in druge predpise pogodbenic o pravicah
posameznikov, da pridebijo dostop do javnih dokumentov ali informacij javnega znacaja, o varstvu

asebnih podatkov ali varovanju tajnih podatkov.

3. Vsaka pogodbenica v skladu z notranjimi zakoni in drugimi predpisi zagotovi izvajanje
ustrezpnih ukrepov za varovanje ‘tajriih podatkov, ki se obdelujejo hranijo ali prenadajo v
komunikacijskih in informacijskih sistemih, dokler je to potrebno. Ti ukrepi iagotovuo zaupnost
celovitost, razpolozlpvo-»t in kjer je primerno, nezatajljlvost in verodostOJnost tajmh podatkov ter

ustrezno raven odgovornostl in sledljnvost! dejanj, povezamh s taklml podatkn

5. CLEN
RAZKRITJE IN UPORABA TAJNIH PODATKOV

i B Vsaka pogodbenica za po sporazumu dane aii izmenjane tajne podatke zagotovi, da se:

a) ne preklice ali zniza ‘stopnja njihove tajnosti brez predhodnega pisnega soglasja

pogodbenice izvora in

b) ne uporabijo za druge namene od tistih, ki jih opredeli pogodbenica izvora.




2. Pogodbenica prejemnica tretji strani ali njenim drzavljanom ne da tajnih podatkov ali dovoli
dostopa do njih brez predhodnega pisnega soglasja pogodbenice izvora. Vsaka pogodbenica v skladu

s svojimi ustavnimi zahtevami in notranjo zakonodajo spostuje na&elo soglasja pogodbenice izvora.

6. CLEN
DOSTOP DO TAJNIH PODATKOV

1. Vsaka pogodbenica zagotovi, da se dostop do tajnih podatkov dovoli na podlagi nacela

potrebe po seznanitvi.

2. Vsaka pogodbenica zagotovi, da so vsi posamezniki, ki se jim dovoli dostop do tajnih
podatkov, seznanjeni s svojo odgovornostjo za varovanje takih podatkov v skladu z ustreznimi

varnostnimi predpisi.

3. Pogodbenici zagotovita, da se dostop do tajnih podatkov dovoli samo posameznikom, ki
imajo ustrezno dovoljenje za dostop do tajnih podatkov ali so drugace praviino pooblagéeni zaradi

svoje funkcije v skladu z notranjo zakonodajo.

4:. Vsaka pogodbenica v skladu s svojimi notranjimi zakoni in drugimi predpisi zagotovi, da je
‘vsak subjekt v njeni pristojnosti, ki lahko prejme tajne podatke ali pri katerem lahko nastanejo tajni
podatki, ustrezno varnostno preverjen in sposoben zagotavljati primerno varovanje glede na

ustrezno stopnjo tajnosti, kot dolo¢a prvi odstavek 4. ¢lena sporazuma.

7. CLEN
PREVAJANJE, RAZMNOZEVANJE IN UNICENJE TAJNIH PODATKOV

1. Vsi prevodi in izvodi tajnih podatkov so oznageni z ustrezno stopnjo tajnosti, pogodbenici pa

jih ustrezno varujeta in nadzorujeta kot izvirnik.

2. Vsak prevod tajnih podatkov ima vjeziku prevoda ustrezno navedbo, da prevod vsebuje tajne

podatke pogodbenice izvora.

3. Prevajalec mora v skladu s tretjim odstavkom 6. &lena sporazuma imeti ustrezno dovoljenje

za dostop do tajnih podatkov za stopnjo tajnosti tajnih podatkov, ki jih prevaja.




4. Tajni podatki stopnje tajrost: ULTRASSECRETO/STROGO TAINO/TOR SECRET se prevajaio ali

razmnoiujejo izkljucno s predhodnim pisnim dovelienjem pogodbenice izvora.

5 Stevilo izvodov je omejenc na najmaniso koli¢ino, ki je potrebna za uradne namene, naredijo
pa jih samo posamezniki z ustreznim dovoljenjem za dostop do tajnih podatkov in s potrebo po

seznanitvi.

6. Pogodbenica prejemnica tajnik: podatkov ne razmnozuje brez predhcdnega pisnega soglasja

pogodbenice izvora.

7. Tajni podatki, prejeti na podlagi sporazuma, se ne unicijo. Ko jih pogoedbenica prejemnica ne

potrebuje ved. se vrnejo pogodbenici izvora.”

8. CLEN - .
PRENOS MED POGODBENICAMA.

Xerr Prenos tajnih podatkov med pogodbenicama poteka po diplomatski poti ali v skladu z

rdogovoerom med pogodbenicama.

2: . Tajni podatki se prenasajo po zaiéitenih komunikacijskih sistemih, mreZah ali drugih
elektromagnetnih medijih, ki jih odobrita pogodbenici. Taki prenosi so varovani s kriptografskimi
resitvami, ki sta jih-nacionalna varnostna organa s‘kupaj odobrila v skladu z notranjimi zakoni in
drugimi predpisi.

3. Tajni podatki stopnje tajnosti ULTRASSECRETO/STROGO TAINO/TOP SECRET s posiljajo le
po dipicmatski poti. - '

4. Pogodbenica preje'mnica ne da tajnih podatkov tretji strani brez predhodnega pisnega

soglasja nacionainega varnostnega organa ali pristojnega varnostnega organa pogodbenice izvora.

5. Ce pogodbenica seli tajne podatke druge pogodbenice poslati zunaj ozemelj pogodbenic, je
za tak prenos potrebno predhodno pisno soglasje nacionalnega \)arnostnega organa ali pristojnéga

varnostnega organa pogoedbenice izvora.

6. Pri posiljanju velike posiljke, ki vsebuje tajneA podatke, se nacionalna varnostna organa

pogodbenic skupaj dogovorita o postopkih za prevoz in jih ovrednotita za vsak piimer posebej.
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9. CLEN
OBISK!

Za obiske organizacij, ki obravnavajo ali hranijo tajne podatke, je potrebno predhodno pisno

soglasje nacionalnega varnostnega organa pogodbenice gostiteljice, razen e ni vzajemno drugace

dogovorjeno.

2,

Zaprosilo za obisk se predloZi nacionalnemu varnostnemu organu pogodbenice gostiteljice

in vsebuje podatke, ki se uporabijo le za namen obiska:

3.

a) ime in priimek obiskovalca, datum in kraj rojstva, drZavljanstvo in identifikacijsko

izkaznico/Stevilke potnega lista;

b) polozaj in funkcijo obiskovalca ter ime in naslov organizacije, v kateri je zaposlen;

c) podatke o projektu, pri katerem obiskovalec sodeluje;

d) veljavnost in stopnjo tajnosti obiskovaltevega dovoljenja za dostop do tajnih
podatkov;

el ime, naslov, telefonsko $tevilko, elektronski naslov organizacije, v kateri bo obisk, in

tocko za stike v tej organizaciji;
f) namen obiska, vklju¢no s subjektom, ki ga obiskovalec namerava obiskati, in najvijo
stopnjo tajnosti obravnavanih tajnih podatkov;

g8} datum in trajanje obiska. Pri ve¢kratnih obiskih se navede ceiotno obdobie, v

katerem bodo potekali;
n} druge podatke, ¢e se tako dogovorita nacionalna varnostna organa, in

i). datum in podpis.

Zaprosilo za obisk se predloZi vsaj 30 (trideset) dni pred predvidenim dnevom obiska, razen

Ce se pristojna varnostna organa ne dogovorita drugace.

4.

Vsak tajni podatek, ki je dan obiskovalcu, se Steje za tajni podatek, prejet na podlagi

sporazuma. Obiskovalec spostuje varnostne predpise pogodbenice gostiteljice.

5.

Pogodbenica odobri obiske obiskovalcev iz druge pogodbenice le, ¢e:




al imajo veljavno dovolienje za dostop do tajnih podatkov, ki jim ga je dala njihova

driava izvora, in

b} 50 pooblas€eni za prejem tajnih podatkov ali dostop do nji na podlagi potrebe po

seznanitvi.

6. Ko je obisk odobren, nacionalni varnostni organ drzave gostiteljice uradno obvesti nacionalni
varnostni organ drzave obiskovalca o odobritvi najmanj 10 (deset) dni pred predvidenim dnevom

obiska in kopijo zaprosilz po$lje subjektu, ki bo obiskar.

T Pristojna varnosina organa se lahko dogovorita o seznamu obiskovalc ev, ki so upravifeni do
veckratnih okiskov. Seznam velja za zatetno obdaobje, ki ni dalj%e od 12 (dvanajstih} mesecev in se
lahko podaljsa 23 najve¢ 12 (dvanajst) mesecev. Zaprosilo za,veré_lgratne opiske se predlozi v skladu s
tretjim ddstavkorﬁ tega ¢lena. Ko je seznam potrjen, se sodelujoce organizacije lahko neposredno

dogovarjajo o obiskih.

10. CLEN

-« POGODBE S TAINIMI PODATKI, POVEZANE S SPORAZUMOM

1..... pri pogodbah s tajnimi podatki, ki se sklenejo in izvajajo na ozemliu ene od pogodbenic,
nacionalni varnostni organ ali pristojni varnostni organ druge pogodbenice pridobi predhodne pisno
zagotoviio, da ima predlagani izvajalec varnostno dovoljenje orgamzacue in potrebna dovoljenja za

dostop do tajnih podatkov ustrezne stopnje tajnosti.
2. lzvajalec se zavezuje:

a) zagotoviti, da ima v svojih prostorih ustrezne moZnosti za obravnavanje tajnih
podatkov;

b) da ima ustrezno varnostno dovoljenje organizacije;

) zagotoviti, da imajo vse osebe z dostopom do tajnih podatkov ustrezno dovoljenje za

dostop do tajnih podatkov in so seznanjene s svojo odgovornostjo za varovanje tajnih

podatkov v skiadu z notranjimi zakoni in drugimi predpisi;




d) da ne bo razkril ali dovolil razkritja tajnih podatkov tretji strani, ki je pogodbenica

izvora ni izrecno pisno pooblastila, in
e) da dovoli varnostni pregled svojih prostorov.

3. Pri vsaki dodeljeni pogodbi s tajnimi podatki pogodbenica izvora obvesti pogodbenico

prejemnico o stopniji tajnosti poslanih tajnih podatkov.
4, Pogodba s tajnimi podatki mora vsebovati tudi te dodatne pogoje:

a) odgovornost za neupostevanje varnostnih postopkov in ukrepov, ki veljajo za tajne

podatke;

b) obveznost obvescanja pristojnega varnostnega organa o vsaki krsitvi varovanja

tajnosti ali ogroZanju tajnih podatkov;

c) odgovornost za $kodo, ki nastane zaradi kritve varovanja tajnosti.
5. Vsak podizvajalec mora izpolnjevati enake varnostne zahteve kot izvajalec.
11. CLEN

NACIONALNA VARNOSTNA ORGANA IN VARNOSTNO SODELOVANIJE

1. Nacionalna varnostna organa, pristojna za izvajanje sporazuma in nadzor nad njim, sta:

v Federativni republiki Braziliji:

Urad predsedstva republike za institucionalno varnost

(Gabinete de Seguranga institucional da Presidéncia da Republica)

v Republiki Sloveniji:

Urad Vlade Republike Slovenije za varovanje tajnih podatkov

2. Pogodbenici si pisno zagotavljata potrebne podatke za stike svojih nacionalnih varnostnih

organov.




3. Nacionaina varnostna organa se medsebojno obveééata o veljaviih notranjih zakonih in
drugih predpisik, ki urejajo varovanje tajnih podatkov.

4, Nacionalna varnostna organa se medsebojno obveitata o vseh spremembah v zvezi z njima
ali v zvezi z varnostnim preverjanjem posameznikov, agencij in subjektov.

5. Nacionalna varnostna organa se na zaprosilo enegz od njiju lahko medsebojno pcsvetujeta,
da zagotovita tesno sodelovanje pri izvajanju sporazuma.

6. Predstavniki nacionalnega varnostnega organa ene pogodbenice iahko obisCejo prostore
nacionainega varnostnega organa druge pogodbenice, da bi se seznanili z varnostnimi postopki in
ukrepi, ki veljajo za tajne podatke.

7 Pogodbenici se po svojih nacionalnih varnostnih organih pravocasnc uradno obvestita o
vsaki spremembi v imenu teh organov ali prenosu njihovih pristojnosti na druge organe v skladu z
20. ¢lenom.

8.4 Pogodbenici po svojih nacionalnih varnostnih organih na zaprosilo ter v skladu s svojimi
notranjime zekoni in drugimi predpisi sodeiujeta v potrebnih postopkih za pridobitev dovoljenja za
. dostop do tajnih podatkov svojih posameznikov, ki so prebivali ali prebivajo na ozemlju druge
pogodbenice.

9, Pogodbenici medsebojno priznavata dovoljenja za dostop do tajnih podatkov in varnostna
dovoljenja organizacij ter se takoj obvestita o vsaki spremembi medsebojro priznanih dovoljenj za
dos"cgp do tajnih podatkov in varnostnih dovoljenj organizacij.

16. Zaradi doseganja in ohranjanja primerljivih-.varnostnih standardov pristojna varnostna
organa na podlagi zaprosila zagotovita drug drugemu informacije o svoji nacionainif varnostnih
standardih, postopkih in praksah za varovanje tajnih podatkov. Po potrebi iahko pristojna varnostna
organa organizirata redne sestanke.

11. Pogodbenici si na zaprosilo medsebojno pomagata pri postopkih za pridobitev dovoljenj za

dostog do tajnih podatkov.




12. CLEN
POMOC PRI POSTOPKIH VARNOSTNEGA PREVERJANJA

1. Nacionalna varnostna organa pogodbenic si na zaprosilo pomagata pri postopkih
varnostnega preverjanja v skladu z notranjimi zakoni in drugimi predpisi.
2. Pogodbenica priznava varnostna dovolienja organizacij in dovoljenija za dostop do tajnih

podatkov, ki so izdana v skladu z notranjimi zakoni in drugimi predpisi druge pogodbenice.

13. CLEN
KRSITEV VAROVANIJA TAINOSTI

1. Ob krsitvi varovanja tajnosti v zvezi s tajnimi podatki, ki se nanasajo na pogodbenici
sporazuma, nacionalni varnostni organ pogodbenice, v kateri nastane kriitev varovanja tajnosti,
takoj obvesti nacionalni varnostni organ druge pogodbenice. ,

‘2. Kadar nastane krsitev varovanja tajnosti pri tretji strani, nacionaini varnostni organ
-pogodbenice izvora &m prej obvesti nacionalni varnostni organ druge pogodbenice ir zagotovi
~ustrezno preiskavo:

3.4y Pristojna pogodbenica sprejme vse ukrepe v skladu z notranjimi zakoni in drugimi predpisi,
da omeji posiedice kriitve iz prvega odstavka tega ¢lena in prepreéi nadaljnje kriitve. Druga
pogodbenica ji na zaprosilo zagotovi ustrezno pomoc; obvedéena je o izidu postopkov in ukrepih,
sprejetih zaradi krsitve.

4, Pogodhenica, v kateri nastane kréitev varovanja tajnosti, opravi ali spremija preiskavo
dogodka in po njej takoj obvesti drugo pogodbenico o rezultatu preiskave in izvedenih popravijalnih
ukrepih.

5. Druga pogodberica po potrebi sodeluje v preiskavi.

14. CLEN
STROSKI

Vsaka pogodbenica krije svoje strogke, ki nastanejo pri izvajanju vseh vidikov sporazuma in nadzoru

nad njimi.




15. CLEN
RESEVANJE SPOROV

1. Spor med pogodbenicama v zvezi z razlago ali izvajanjem sporazuma ali s tem povezano zadevo

se resuje s posvetovanji in pogajanji med pogodbenicama po diplomatski poti.

2. Med reSevanjem spora pogodbenici $e naprej izpolnjujeta vse obveznosti po sporazumu.

16. CLEN
KOMUNICIRANJE

Komuniciranje med pogodbenicama v zvezi z izvajanjem sporazuma v celoti poteka pisno v

angleskem jeziku.

17. CLEN
ZACETEK VELJAVNOST!

Sporazum zaéne veljati prvi dan drugega meseca po prejemu zadnjega uradnega obvestila, s katerim
se pogodbenici po dipiomatski poti obvestita, da so izpolnjene njune notranjepravne zahteve za

zaCetek njegove veljavnosti.

18. CLEN
SPREMEMBE
1. Sporazum se lahko kadar koli spremeni s pisnim medsebojnim soglasjem pogodbenic..
2. Spremembe zacnejo veljati v skladu s pogoji iz 17. ¢lena sporazuma.




19, CLEN
VELJAVNOST iN ODPOVED

1. Sporazum velja nedoloéen &as.

2. Pogodbenica lahko sporazum kadar koli odpove s pisnim uradnim obvestilom drugi
pogodbenici.

3. Odpoved se pisno uradno sporoéi po diplomatski poti in zagne veljati 6 {3est) mesecev po

dnevu, ko druga pogodbenica prejme obvestilo o odpovedi.

4. Db odpovedi sporazuma se vsi tajni podatki, izmenjani v skladu s sporazumom, e naprej
varujejo v skiadu z njegovimi doloébami, razen ¢e pogodbenica izvora oprosti pogodbenico

prejemnico te cbveznosti.

20. CLEN
KONCNE DOLOCBE

3 Pogodbenici druga drugo takoj uradno obvestita o vsaki spremembi svojih notranjih zakonov
in drugih predpisov, ki vplivajo na varovanje tajnih podatkov, danih na podlagi sporazuma. V takem
primeru se pogodbenici posvetujeta o morebitnih spremembah sporazuma. Medtem se vsi tajni
podatki $e naprej varujejo v skladu s sporazumom, razen Ce ni pogodbenica izvora pisno zahtevala

drugade

2 Po zaCetku veljavnosti sporazuma pogodbenica, na ozemlju katere je sporazum sklenjen,
takoj sprejme ukrepe za registracijo Sporazuma pri sekretariatu ZdruZenih narodov v skladu s 102.
¢lenom Ustanovne listine Organizacije zdruZenih narodov. Druga pogodbenica se uradno obvesti o
registraciji in registracijski stevilki v zbirki pogodb ZdruZenih narodov, takoj ko sekretariat Zdru¥enih

narodov poslje uradno obvestilo, da je bil sporazum registriran.




Sklenjeno v i A, y 1) aprila 2023 v dveh izvirnikih v

portugalskem, slovenskem in angleSkem jeziku, pri &emer so vsa besedila enako verodostojna. Pri

razlicni razlagi previada anglesko besedilo.

V potrditev tega sta podpisana, ki sta bila za to pravilno poobladtena, podpisala ta sporazum.

ZAVLADO ZAVLADOC
FEDERATIVNE REPUBLIKE BRAZILIJE REPUBLIKE SLOVENUE
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MARCO EDS MARJAN SAREC
drzavni m’in{'s er vodja Urada predsedstva minister za obrambo

reybn e 3a institlicionalno varnost




